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VMware Horizon 8 Training - Deploy and Manage
5 days (35 hours)

Overview

VMware Horizon is the leading solution for desktop and application virtualization. It delivers 
secure, flexible, and high-performance work environments that can be accessed from any 
device.

Master the art of desktop virtualization with this intensive training course. You will learn how to 
design, deploy, and optimize a robust VDI (Virtual Desktop Infrastructure) infrastructure. From 
installing Connection Server to securing access via Unified Access Gateway (UAG), this course 
covers the entire value chain.

The training focuses on rapid provisioning technologies such as Instant Clones, image 
optimization via the OS Optimization Tool, and modernizing the user experience in hybrid 
environments.

Like all our training courses, this one will introduce you to the latest stable version of the 
technology and its new features.

Objectives

● Understand the overall architecture of VMware Horizon 8 and its key components
● Install and configure Connection Servers and Unified Access Gateway (UAG)
● Create, deploy, and manage desktop pools using Instant Clones
● Optimize the performance of VDI and RDS environments with official tools
● Secure access to virtual desktops (MFA, SSO, Firewalling)
● Manage large-scale environments with Cloud Pod Architecture

Target audience

https://www.ambient-it.net/formation/vmware-horizon/
mailto:formation@ambient-it.net


● System and network administrators
● Virtualization engineers
● VDI architects and consultants
● Operators responsible for maintaining operational readiness

Prerequisites

● Practical knowledge of VMware vSphere
● Experience in Windows Server administration
● Understanding of networks (TCP/IP, VLAN, DNS, DHCP)
● Basic knowledge of Active Directory and authentication

Technical prerequisites

● Minimum 16 GB RAM, 32 GB recommended
● CPU with hardware virtualization support (VT-x or AMD-V)
● Windows 11, MacOS, or Linux
● Modern web browser, SSH client, and a text editor (VS Code)
● Unfiltered internet access for connecting to remote labs

Our VMware Horizon Deploy and Manage training program

[Day 1 - Morning]

Horizon Concepts and Architecture

● Horizon ecosystem: VDI, RDSH, and digital workspaces
● Technical architecture: Connection Server, Replica, and Unified Access Gateway (UAG)
● Remote protocols: Blast Extreme, PCoIP, and RDP
● Hands-on workshop: Component analysis and preparation of the infrastructure naming plan.

[Day 1 - Afternoon]

Design and Infrastructure Prerequisites

● vSphere integration: Configuring vCenter service accounts and roles
● Active Directory infrastructure: Preparing OUs, groups, and GPOs
● Network and storage design: Calculating IOPS and bandwidth
● Hands-on workshop: Configuring Windows Server prerequisites and joining the domain.

[Day 2 - Morning]



Installing Horizon Core

● Connection Server deployment: Installation and initial configuration
● Licensing and global configuration: Setting thresholds and events
● Installing the administration console and initial settings
● Hands-on workshop: Installing the first server and adding a Replica server for HA.

[Day 2 - Afternoon]

External Access and Security (UAG)

● Unified Access Gateway (UAG): Appliance architecture and deployment
● Managing SSL certificates to secure traffic
● Configuring Blast and PCoIP Secure Gateway tunnels
● Hands-on workshop: UAG deployment and secure external access testing.

[Day 3 - Morning]

Creating Reference Images (Golden Images)

● OS preparation: Installing Windows, VMware Tools, and Horizon Agent
● Optimization with Windows OS Optimization Tool
● Agent configuration: USB redirection, printing, and collaboration (Teams/Zoom)
● Hands-on workshop: Creating a Golden Image optimized for VDI.

[Day 3 - Afternoon] Provisioning: 

Instant Clones

● Instant Clone Technology: How the "Fork" Process Works
● Creating Desktop Pools: Floating Pools vs. Dedicated Pools
● Lifecycle Management: Image Push and Pool Maintenance
● Hands-on workshop: Mass deployment of workstations in minutes.

[Day 4 - Morning]

Published Applications and RDSH

● RDS server farms: Agent configuration and installation
● Application publishing: Seamless apps
● Shared desktop pools: Cost-effective alternative to VDI



● Hands-on workshop: Creating an RDS farm and publishing a software suite.

[Day 4 - Afternoon]

Scalability and Cloud Pod Architecture

● Cloud Pod Architecture (CPA): Federation of multiple Horizon sites
● Global Entitlements: Managing users across multiple data centers
● High availability and disaster recovery concepts
● Hands-on workshop: Configuring a simplified multi-pod environment.

[Day 5 - Morning]

Advanced Security and User Experience

● Modern Authentication: SSO, MFA, and SAML
● Fine-grained device control (USB, clipboard, redirection)
● Group policies (GPO): Using ADMX Horizon templates
● Hands-on workshop: Implementing a strict security policy.

[Day 5 - Afternoon] Monitoring 

and Troubleshooting

● Horizon dashboards: Session and performance analysis
● Logs and diagnostic tools: Horizon Help Desk Tool
● Maintenance Checklist and Best Practices
● Hands-on workshop: Resolving incidents in a degraded environment.

Target Audience
This training is intended for both individuals and companies, large or small, wishing to train their 
teams in new advanced IT technology or to acquire specific professional knowledge or modern 
methods.

Positioning at the start of training
The placement test at the start of the training course complies with Qualiopi quality criteria. Once 
they have finalized their registration, learners receive a self-assessment questionnaire that 
allows us to gauge their estimated level of proficiency in different types of technologies, as well 
as their expectations and personal goals for the upcoming training course, within the limits 
imposed by the selected format. This questionnaire also allows us to anticipate certain 
connection or internal security issues within the company (intra-company or virtual classroom) 
that could be problematic for the monitoring and smooth running of the training session.



Teaching methods
Practical training: 60% practical, 40% theory. Training materials distributed in digital format to all 
participants.

Organization
The course alternates between theoretical input from the trainer, supported by examples and 
reflection sessions, and group work.

Assessment
At the end of the session, a multiple-choice questionnaire is used to verify that the skills have 
been correctly acquired.

Certification
A certificate will be issued to each trainee who has completed the entire training course.
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