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Red Team Ops (CRTO) Certification Training
4 days (28 hours)

Overview

Red Team Ops is an offensive cybersecurity training course focused on adversary simulation in
Windows and Active Directory environments. It enables the replication of realistic attack
scenarios to assess an organization’s ability to detect and contain a compromise.

This course will teach you the key stages of a Red Team operation: scoping the engagement,
reconnaissance, initial access, Command & Control, post-exploitation, privilege escalation, and
lateral movement.

You will learn how to use Cobalt Strike, map an Active Directory environment, and understand
the main attack vectors related to credentials, Kerberos, delegations, AD CS, Group Policies,
and domain trust relationships.

The training also covers Windows defense mechanisms, OPSEC, the search for sensitive data,
and the reporting of results. You will learn to document the techniques used, the evidence
collected, and their impact in order to produce tailored recommendations.

Our step-by-step workshop will guide you through conducting a Red Team operation from start
to finish: gaining initial access, navigating the Active Directory domain, achieving defined
objectives, and documenting the chain of compromise.

This training prepares you to earn the Red Team Operator (CRTO) certification by reinforcing
the technical and methodological skills needed to resolve a practical Red Team scenario.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives
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e Prepare for and conduct a Red Team engagement in a Windows and Active Directory
environment

e Use Cobalt Strike to implement a Command & Control infrastructure

e Exploit the main attack vectors related to Active Directory, Kerberos, and AD CS

o Implement post-exploitation techniques, privilege escalation, and lateral movement

e Apply OPSEC principles and analyze Windows defense mechanisms

e Document a Red Team operation and prepare for the Red Team Operator (CRTO) certification

Target Audience

e Penetration testers and offensive security consultants
e Teams exposed to Red Team/Purple Team exercises
e Security engineers looking to develop their skills in Adversary Emulation

Prerequisites

o Knowledge of networks, Windows, and Active Directory

e Basic experience with penetration testing tools and techniques

¢ Proficiency with the command line and virtualized environments

e Basic understanding of OPSEC and ethical guidelines related to offensive security

Technical Prerequisites

o A computer capable of accessing the lab environments
e Have a stable Internet connection
e Have the tools and access provided for the course’s Red Team exercises

Curriculum for our Red Team Operator (CRTO) Certification
Training

[Day 1 - Morning]
Red Team Operational Framework and Methodology

¢ Distinguish between Red Team, penetration testing, adversary simulation, and Purple Team
e Understanding the different stages of the attack cycle

« Defining objectives, scope, and Rules of Engagement (ROE)

e Integrating OPSEC principles into operation preparation

e Organizing the logging of actions and the collection of evidence

Skills acquired: proficiency in preparing and scoping a Red Team operation.

[Day 1 - Afternoon]



Command & Control with Cobalt Strike

e Understanding the architecture of a Command & Control (C2) system

o Getting started with Cobalt Strike and how Beacon works

e Configuring listeners, payloads, and communications with agents

e Understanding pivot listeners and redirection mechanisms

e Adapting network profiles and communication settings to OPSEC constraints Skills acquired:

mastery of the fundamentals of a C2 infrastructure with Cobalt Strike.

Reconnaissance and Initial Access

e Conduct structured external reconnaissance on domains, services, and users

e Leverage DNS, search engines, and public sources to enrich reconnaissance

e Understand password spraying and initial access scenarios

e Identify the main internal phishing mechanisms used during a simulation

e Understand the OPSEC constraints associated with payloads and initial access

o Overarching workshop: define the operation, identify an authorized access vector, and then
establish an initial C2 channel in the lab environment

Skills acquired: mastery of the key steps in reconnaissance, initial access, and establishing a
foothold.

[Day 2 - Morning]
Host reconnaissance, persistence, and privilege escalation

e Gathering useful information on a compromised Windows host

e Analyze processes, user sessions, and local configuration

¢ Understand persistence mechanisms via scheduled tasks, services, and the registry
e Identify misconfigurations in services that can be exploited for privilege escalation

e Understand UAC mechanisms and the bypass scenarios covered in the certification

Skills acquired: mastery of local reconnaissance and the main Windows persistence and privilege
escalation techniques.

[Day 2 - Afternoon]

Credentials, DPAPI, and Windows Authentication

e Understand the different types of Windows credentials

« Identify NTLM hashes, Kerberos keys, and tickets present on a system

e Understanding How DPAPI and Credential Manager Work

o Examine the mechanisms for retrieving and reusing authentication information

e Understand the principles of DCSync and the requirements for its use Skills acquired:

mastery of the main mechanisms for authentication and management



Windows credentials.

Active Directory, mapping, and lateral movement

e Perform a structured Active Directory reconnaissance

e Identify users, groups, computers, and trust relationships

e Understand Pass-the-Hash, Pass-the-Ticket, and Token Impersonation

o Examine lateral movement via WinRM, PsExec, WMI, and DCOM

e Implement pivoting techniques using SOCKS and proxychains

e Overarching workshop: Starting from the foothold obtained the previous day, retrieve credentials,
map the domain, and progress to a target system

Skills acquired: mastery of post-exploitation progression and lateral movement in Active
Directory.

[Day 3 - Morning]
Kerberos and Active Directory Delegation

e Understand how Kerberos works in Active Directory

o Study Kerberoasting and AS-REP Roasting

e Understand unconstrained and constrained delegation

e Analyzing Resource-Based Constrained Delegation (RBCD)

e Understanding S4U2Self, S4U2Proxy, and Shadow Credentials

Skills acquired: mastery of the main Kerberos abuse and delegation scenarios.

[Day 3 - Afternoon]

AD CS, Group Policy, and Enterprise Services

o Understanding the Role of Active Directory Certificate Services (AD CS)

« Identify misconfigured certificate authorities and templates

o Understand the potential for abuse and persistence associated with certificates

e Analyze Group Policy permissions and abuse scenarios

o Identify attack vectors related to MS SQL Server and Microsoft Configuration Manager

Skills acquired: proficiency in analyzing attack vectors related to AD CS, GPOs, and Microsoft
services.

Domain Dominance, trusts, and LAPS

e Understand the mechanisms of Silver, Golden, and Diamond Tickets

e Analyze the conditions necessary for the complete compromise of a domain

¢ Understand trust relationships between domains and forests

o Examining parent/child scenarios and inbound or outbound trusts

e Understand how LAPS works and the risks associated with incorrect permissions

e Overarching Workshop: Exploit a Kerberos or AD CS attack path and then escalate to
domain-level privileges in the lab



Skills acquired: mastery of the key mechanisms leading to the compromise of an Active
Directory domain.

[Day 4 - Morning]
Windows Defenses, AppLocker, and OPSEC

e Understanding the detection mechanisms of Microsoft Defender Antivirus

e Identify behavioral artifacts generated by Red Team operations

o Understand the role of AMSI and the protections associated with post-exploitation activities

e Analyze AppLocker policies and their constraints

e Understanding PowerShell Constrained Language Mode and “Living Off the Land” mechanisms

Skills acquired: proficiency in analyzing Windows protections and associated OPSEC
constraints.

[Day 4 - Afternoon]
Data Hunting, Objectives, and Red Team Debrief

e Identify crown jewels and data corresponding to business objectives

e Search for relevant information in shared files and databases

o Understand the principles of data collection and controlled exfiltration

e Document the TTPs, artifacts, and evidence required for the debrief

o Create a report detailing the attack scenario, business impact, and recommendations

Skills acquired: proficiency in validating objectives and reporting on a Red Team operation.

Cobalt Strike extension and preparation for Red Team Operator
certification

¢ Understand the extension capabilities of Cobalt Strike

e Explore Beacon Object Files and C2 extension mechanisms

e Review the stages of the attack cycle covered by Red Team Ops

¢ Review Active Directory, Kerberos, lateral movement, pivoting, and domain dominance

e Prepare your problem-solving strategy for the Red Team Operator practical exam

e Final Workshop: Recover the compromised environment, achieve the final objective,
document evidence, and provide a summary of the operation

Skills acquired: mastery of a complete Red Team scenario and operational readiness for the
Red Team Operator certification.

Target Audience

This training is intended for both individuals and companies—Ilarge or small—seeking to train
their teams in new, advanced IT technologies or to acquire specific industry knowledge or
modern methodologies.

Assessment upon enroliment



The pre-training assessment complies with Qualiopi quality standards. Upon final registration,
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency level across various types of technologies, as well as their expectations and
personal goals for the upcoming training, within the limits imposed by the selected format. This
questionnaire also allows us to anticipate certain connection or internal security issues within
the company (intra-company or virtual classroom) that could pose challenges for monitoring and
ensuring the smooth running of the training session.

Teaching Methods

Hands-On Training: 60% Practical, 40% Theoretical. Training materials distributed in digital
format to all participants.

Organization

The course alternates between theoretical input from the instructor—supported by examples
and reflection sessions—and group work.

Assessment

At the end of the session, a multiple-choice quiz is administered to verify that participants have
successfully acquired the skills.

Certification

A certificate will be issued to each participant who has completed the entire training program.
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