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OPNsense Training
3 days (21 hours)

Overview

An open-source firewall based on FreeBSD that provides secure and efficient network 
management. Our OPNsense training course will teach you the basics of this tool, which 
includes advanced routing, security, and VPN features to protect your infrastructure.

During this course, you’ll explore configuring firewall rules, managing VPNs for secure remote 
connections, and monitoring the network. You’ll learn how to configure VLANs, analyze 
network traffic, and use the captive portal to control access.

In addition to the basics, more advanced concepts will be covered, such as high availability 
(HA), integration with external authentication systems (LDAP, RADIUS), and in-depth log 
analysis. The use of IDS/IPS for intrusion detection and prevention will also be covered.

By the end of this training, you will have mastered the configuration and management of 
OPNsense, network security best practices, and the skills needed to protect an SME’s 
infrastructure against threats. You will also be able to diagnose and resolve network incidents 
effectively.

This training will cover the latest updates to the OPNsense tool.

Like all our training courses, this one will introduce you to the latest stable version of OPNsense 
technology (26.1.2) and its new features.

Objectives

https://www.ambient-it.net/formation/opnsense/
mailto:formation@ambient-it.net
https://www.dlink.com/fr/fr/support/faq/knowledge/qu_est_ce_qu_un_vlan#%3A~%3Atext%3Den%20d%27autres%20mots%20%3A%20r%C3%A9seau%2Cpar%20d%C3%A9faut%2C%20communiquer%20entre%20eux
https://docs.opnsense.org/manual/hacarp.html
https://opnsense.org/roadmap/
https://docs.opnsense.org/releases/CE_26.1.html


● Understand the OPNsense interface and its benefits
● Install OPNsense on various platforms and configure resources
● Create and manage firewall rules to secure the network
● Configure and secure NAT and VLANs
● Configure, maintain, and optimize VPNs

Target Audience

● Network administrators
● Security managers

Prerequisites

● Basic knowledge of networking (IP, VLAN, routing)
● Understanding of IT security principles
● Experience with Unix/Linux-based operating systems (optional, but recommended)
● Familiarity with VPN, NAT, and firewall concepts

OPNsense TRAINING CURRICULUM

INTRODUCTION TO OPNSENSE

● Overview of OPNsense and its interface
● Advantages of OPNsense over other firewall solutions
● Typical architecture and key components
● Common Use Cases
● Overview of Available Plugins

INSTALLATION AND SCALING

● Hardware Requirements and Recommendations
● Installing OPNsense on Different Platforms (Physical, Virtual)
● Post-installation: Initial Configuration and Access
● Sizing resources based on security needs
● Implementing an Initial Backup Strategy

MANAGING FIREWALL RULES

● Understanding the processing order performed by OPNsense
● Creating and managing basic filtering rules
● Using aliases to simplify rule management
● Setting Up Advanced Rules and Rule Groups
● Best Practices and Firewall Security

NAT AND VLAN CONFIGURATION



● Basic and Advanced NAT (Network Address Translation) Configuration
● Managing NAT mappings and rules
● Creating and managing VLANs (Virtual Local Area Networks)
● Securing and Isolating Traffic with VLANs
● Troubleshooting Common NAT and VLAN Issues

TRAFFIC PRIORITIZATION AND THROTTLING

● Introduction to Quality of Service (QoS)
● Configuring Traffic Classes and QoS Policies
● Implementing Bandwidth Limiters
● Monitoring and Adjusting Network Performance
● Practical Examples and Simulations

VPN CONFIGURATION

● Overview of VPN types supported by OPNsense (IPsec, OpenVPN, etc.)
● Step-by-step VPN configuration
● Certificate Management for Securing VPNs
● Best practices for VPN operation and maintenance
● Troubleshooting and Optimizing VPN Performance

USER MANAGEMENT AND AUTHENTICATION

● Configuring Local Users and Administrative Rights
● Integration with External Authentication Systems (LDAP, Active Directory)
● Implementing Security Policies for User Access
● Monitoring and auditing user activity
● Enhanced security through role-based management

UPDATES AND MAINTENANCE

● Managing OPNsense System Updates
● Planning and Applying Security Patches
● Implementing Backup and Restore Routines
● Monitoring system integrity and performance
● Disaster recovery strategies

Target Audience
This training is intended for both individuals and companies—large and small—that wish to 
train their teams in new, advanced IT technologies or to acquire specific industry knowledge or 
modern methodologies.

Assessment at the Start of Training



The pre-training assessment complies with Qualiopi quality standards. Upon final registration, 
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated 
proficiency with various types of technologies, as well as their expectations and personal goals 
for the upcoming training, within the limits imposed by the selected format. This questionnaire 
also allows us to anticipate certain connection or internal security issues within the company 
(intra-company or virtual classroom) that could pose challenges for monitoring and ensuring the 
smooth running of the training session.

Teaching Methods
Hands-On Training: 60% Practical, 40% Theoretical. Training materials distributed in digital 
format to all participants.

Organization
The course alternates between theoretical input from the instructor—supported by examples 
and reflection sessions—and group work.

Assessment
At the end of the session, a multiple-choice quiz is administered to verify that participants have 
successfully acquired the skills.

Certification
A certificate will be issued to each trainee who has completed the entire training program.
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