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Nutanix Advanced Administration & Performance

Management Training
4 days (28 hours)

Overview

If you are an experienced Nutanix administrator, this course provides an in-depth immersion that
gives you a rich and detailed understanding of the Nutanix platform, enabling you to get the most
out of your solutions.

The AAPM training is structured around six main areas, each dedicated to performance optimization
and advanced cluster administration techniques:

e Storage: In-depth coverage of AOS storage services, Acropolis Distributed Storage, optimization
mechanisms, and best practices for application workloads.

o Networking: Optimization of physical and virtual workloads, implementation of Flow Virtual
Networking and Virtual Private Clouds (VPC).

e Virtual Machines: Sizing CVMs and Prism Central, alternative deployment methods (CLI, API),
using GPUs, and optimizing VM network and storage performance.

e Security: Understanding authentication mechanisms, RBAC, 1AM, and encryption. Using
security solutions such as Flow Security Central and Flow Network Security.

e Incident analysis: Monitoring and identification of issues related to cluster health, network
performance, VMs, and storage.

e Business continuity and disaster recovery: Nutanix backup, web-scale data protection
, ransomware protection, self-service recovery, and third-party integrations. Use of protection
domains and Nutanix Leap for disaster recovery.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives

e Optimize the performance and efficiency of AOS storage services
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e Master advanced network virtualization with Flow Networking and Overlay (VPC) architectures

o Automate resource deployment via REST APIs and CLI

e Secure the infrastructure through hardening and data encryption

e Implement a granular micro-segmentation strategy with Flow Network Security

e Diagnose complex performance issues using machine learning and advanced analytics tools

e Ensure business continuity with Nutanix Leap and disaster recovery (DR) plan orchestration
(DR)

« Validate your new skills by preparing for and obtaining Nutanix Certified Master - Multicloud
Infrastructure (NCM-MCI) certification.

Target audience

e |IT administrators and architects managing Nutanix clusters who want to deepen their
skills

e Anyone preparing for Nutanix Certified Master — Multicloud Infrastructure certification
(NCM-MCI)

Prerequisites

e Nutanix Enterprise Cloud Administration (ECA) training or NCP-MCI certification
» Basic knowledge of Nutanix administration in data centers

o Familiarity with traditional virtualized storage architectures

o Comfortable with the Linux command line

Our Nutanix AAPM training program
[Day 1 - Morning]
Exploring Nutanix storage features

e Understanding AOS services and AOS storage services
e Exploring storage components
e Data flow in AOS
e Hands-on exercises
o Creating a storage container
e Updating deferred capacity

[Day 1 - Afternoon]
Building a highly available and high-performance storage layer

 Designing a resilient infrastructure



o Storage optimization and data efficiency
e Planning for new workloads
o Best practices for applications
o Hands-on exercises
» Observing the efficiency of Nutanix cloning
e Reserving rebuild capacity
e Observing the rebuild process
e Deactivating the reservation
o Container with deduplication
o Analysis of deduplication gains
o Container with replication factor 1

Optimization of physical and virtual networks in AOS

o Optimization of physical and virtual networks
¢ Best practices
e Practical exercises
o Management of virtual switches and uplinks
e Visualization from Prism Element
o CVM network segmentation
e QoS traffic marking

[Day 2 - Morning]
Optimizing overlay networks with Flow Networking

e Implementing Flow Networking
e Setting up VPC
e Use cases for overlay networks
e Practical exercises
« Activation of Flow Networking
e Creating an external subnet
e Creating a VPC
e Deploying VMs on overlay
o Configuring local and remote gateways
e Setting up a VPN and validation

[Day 2 - Afternoon]
Optimizing VM performance

e CVM and Prism Central sizing

e Alternative provisioning methods (API/CLI)
e Using GPUs in AHV

¢ VM network and storage optimization



e Hands-on exercises
e Creating VMs via REST API
e Configuring VirtlO Multi-Queue
» Block Storage Volume Configuration

Analysis of cluster security options

¢ Nutanix security technologies
¢ Authentication and permissions
e AHV and CVM Security Hardening
e Using Flow Network Security and Flow Security Central
e Data encryption
e Log Management
e Practical exercises
e Cluster lockdown configuration
e Replacing SSL certificates
e Syslog integration
e Permissions management

[Day 3 - Morning]
Micro-segmentation with Flow Network Security

e Flow policy structures
e Policy Templates and Types
» Enabling Micro-Segmentation
e Policy creation and enforcement
e Hands-on exercises
o Enabling Micro-Segmentation
o Creating categories
e VM creation and assignment
e Isolation and application security policies

[Day 3 - Afternoon]

Advanced monitoring and cluster analysis

e Cluster health assessment

o Network capture and inspection

 Service failure management

» Resource optimization through machine learning

e Application and performance monitoring

¢ Practical work
e Creation of a Prism Central performance dashboard
o Metrics analysis graphs
o Entity analysis graphs via Prism Element

[Day 4 - Morning]



Business continuity

e Continuity and recovery assessment
» High availability and data protection
e Third-party backup integrations

o Best practices

e Hands-on exercises

o Self-Service Restore Configuration
[Day 4 - Afternoon]
Implementing disaster recovery

o Data replication with AOS

e Orchestrating recovery

e Using protection domains

e Introduction to Nutanix Leap

¢ Protection against ransomware

e Hands-on exercises
e Activating Nutanix Leap
o Configuring an availability zone
o Implementing a protection policy
e Creating production and test VLANs
e Preparing VMs
e Creating a recovery plan
e Testing and planned switchover

Companies concerned

This training is intended for both individuals and companies, large or small, wishing to train their
teams in new advanced IT technology or to acquire specific professional knowledge or modern
methods.

Placement at the start of training

The positioning at the start of the training complies with Qualiopi quality criteria. Upon final
registration, the learner receives a self-assessment questionnaire that allows us to assess their
estimated level of proficiency in different types of technologies, as well as their expectations and
personal objectives for the upcoming training, within the limits imposed by the selected format.
This questionnaire also allows us to anticipate certain connection or internal security issues
within the company (intra-company or virtual classroom) that could be problematic for the
monitoring and smooth running of the training session.

Teaching methods

Practical training: 60% practical, 40% theory. Training materials distributed in digital format to all
participants.

Organization



The course alternates between theoretical input from the trainer, supported by examples and
discussion sessions, and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have
been correctly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training course.
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