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Logpoint Certified Administrator training

ALL-IN-ONE: EXAMINATION INCLUDED IN PRICE

2 days (14 hours)

Presentation

Our LogPoint certified administrator training course will enable you to become fully operational
with LogPoint products and prove your skills with an ad hoc certification. LogPoint tools are
based on a holistic approach to cybersecurity, and the training will be delivered by a SOAR
expert.

The training will familiarize you with LogPoint basics such as license management and appliance
installation.

Our program will also cover the configuration of user profiles, the deployment of a LogPoint
solution, backup and restore management, and an introduction to the SOAR solution.

This training course will take place on Logpoint SIEM version 7.3.0.
Objectives

¢ Installing and configuring the solution
o Familiarity with components and architecture
e Deploy and administer the LogPoint solution

Target audience

e System administrators
e Network administrators

Prerequisites


https://www.ambient-it.net/formation/logpoint/
mailto:formation@ambient-it.net
https://www.cybersaint.io/blog/holistic-cybersecurity-program#%3A~%3Atext%3DA%20Holistic%20Approach%3A%20The%20NIST%20Cybersecurity%20Framework%26text%3DIdentify%2C%20Protect%2C%20Detect%2C%20Respond%2Cyou%20would%20want%20to%20address
https://docs.logpoint.com/docs/whats-new-in-logpoint/en/latest/

« Basic knowledge of cybersecurity
¢ Know how to administer workstations and network equipment

Technical requirements

¢ Have an Office 365 subscription

OUR Logpoint TRAINING PROGRAM

Introduction to LogPoint
License management
Installing the LogPoint Appliance

o Web console
e Backend services with CLI

Appliance upgrade
Configuring LogPoint user profiles Deploying a LogPoint
solution

e Preparation and prerequisites
e Define the project scope

LogPoint environment configuration

e Applications

e Repositories

e Routing Policies

e Normalization policies

e Enrichment sources and strategies
e Processing Policies

e Log Collection Policies

» Device configuration

The LogPoint agent



e Installing a LogPoint Windows agent (LPA)
e Using the "Windows File Integrity" feature
¢ Windows log recovery

e Log recovery on Linux

LogPoint solution architecture UEBA

solution

Backup and restore management Introduction to the
SOAR solution

LogPoint support and troubleshooting

FAQ - QUESTIONS / ANSWERS

What language is LogPoint certified administrator training taught in? The training is in
French.
Is the exam included in the course price?

Yes, the price of certification is included in the cost of training. You can take the exam at the end
of the session.

How does the LogPoint certified administrator exam work? The exam consists of a
15-question performance-based MCQ administered online.
The exam lasts 45 minutes and is available in English and French.

To pass this exam, a minimum score of 70% is required. It is possible to retake the exam 3
times.

Companies concerned
This course is aimed at both individuals and companies, large or small,



wishing to train its teams in a new advanced IT technology, or to acquire specific business
knowledge or modern methods.

Positioning on entry to training

Positioning at the start of training complies with Qualiopi quality criteria. As soon as registration
is finalized, the learner receives a self-assessment questionnaire which enables us to assess his
or her estimated level of proficiency in different types of technology, as well as his or her
expectations and personal objectives for the training to come, within the limits imposed by the
selected format. This questionnaire also enables us to anticipate any connection or security
difficulties within the company (intra-company or virtual classroom) which could be problematic
for the follow-up and smooth running of the training session.

Teaching methods

Practical course: 60% Practical, 40% Theory. Training material distributed in digital format to
all participants.

Organization

The course alternates theoretical input from the trainer, supported by examples, with
brainstorming sessions and group work.

Validation
At the end of the session, a multiple-choice questionnaire verifies the correct acquisition of skills.

Sanction
A certificate will be issued to each trainee who completes the course.
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