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ISSMP Certification Training - Information

Systems Security Management Professional

ALL-IN-ONE: EXAM INCLUDED IN PRICE 5 days (35
hours)

Presentation

The ISSMP (Information Systems Security Management Professional) certification from (ISC)?
represents the highest level of recognition in strategic cybersecurity management. Designed for
experienced professionals, it validates your ability to lead complex security programs aligned
with corporate objectives. This official training course prepares you for the six areas of the
ISSMP official Competency Based Framework (CBK): governance, risk management,
compliance, business continuity, operations and legal aspects. Through a methodical and
practical approach, you will learn how to implement robust security governance, pilot crisis
management plans, oversee compliance and support management in strategic decision-
making. You'll develop an in-depth understanding of key reference frameworks and steering
mechanisms (KPI, KRI), while reinforcing your posture as a cybersecurity leader. The course
concludes with a comprehensive mock exam and detailed marking, to prepare you effectively
for the ISSMP (ISC)? certification. Like all our training courses,

this course is based on the latest version of the CBK reference framework, and favors an
operational, pragmatic and results-oriented approach, for managers capable of transforming
security into a genuine lever of governance.

Objectives

o Master governance and risk management at a strategic level

e Manage compliance, continuity and security operations

e Develop leadership skills and the ability to manage cybersecurity teams
o Prepare effectively for certification (ISC)? ISSMP

Target audience

e CISOS
¢ GRC consultants


https://www.ambient-it.net/formation/issmp/
mailto:formation@ambient-it.net
https://www.isc2.org/certifications/issmp/issmp-certification-exam-outline

e IT project managers / managers
o CISSP-certified professionals aiming for a strategic leadership role

Prerequisites

o CISSP certification
e Solid experience in cybersecurity and security management

ISSMP - Information Systems Security Management
Professional training program

[Day 1 - Morning]
Fundamentals and role of the security manager

e ISSMP positioning vs. CISSP and other ISC? certifications

e Strategic role of the security manager: business alignment

e The ISSMP Competency Based Framework (CBK) and domain logic
o Key competencies: governance, leadership, communication

e Practical workshop: Skills self-assessment and gap analysis.

[Day 1 - Afternoon]
Governance and alignment with the organization

« Vision, mission, safety objectives aligned with business objectives
¢ Roles and responsibilities, committees, charters

e Governance frameworks: ISO 27014, COBIT, ITIL

e Maturity measurement and indicator-based management

e Practical workshop: Mapping corporate security governance.

Policies, standards and procedures

e Hierarchy: policies, standards, procedures, guidelines

e Document life cycle and approvals

 Policy dissemination, team training and verification of effective application.
¢ Auditability and compliance

e Practical workshop: Drafting an ISO 27001-compliant security policy.



[Day 2 - Morning]
Risk management: methods and implementation

e Processes: identification, analysis, treatment, acceptance
o Standards: ISO 31000, NIST RMF, EBIOS/FAIR

¢ Risk mapping and risk appetite

e Remediation plans and follow-up

e Practical workshop: Carrying out a complete risk analysis.

[Day 2 - Afternoon]
Compliance and regulatory requirements

e Overview: RGPD, SOX, HIPAA, PCI DSS, ISO 27001

e Privacy by design and processing registers

e Control mechanisms and audits

¢ Deviation management and action plans

¢ Practical workshop: Compliance mini-audit and corrective action plan.

Architecture and technical governance

o Frameworks: SABSA, TOGAF, NIST CSF

o Asset, configuration and obsolescence management

¢ Physical, logical and network security: integrated views

o Defense-in-depth patterns

e Practical workshop: Mapping the target security architecture.

[Day 3 - Morning]
System life cycle

e Integrating security into the SDLC

* Requirements, design, validation, commissioning

e Changes, decommissioning and destruction

» Quality assurance and traceability: validation, verification and proof of conformity of deliverables
e Practical workshop: Safety checklist for critical projects.

[Day 3 - Afternoon]



Security operations and management

e SOC process: supervision, detection, triage

¢ Vulnerability management and patching

e Access management and IAM, logging, SIEM

e Outsourcing and managed providers

e Practical workshop: Defining operational SOC KPI/KRI.

Performance management: KPIs, KRIs and dashboards

e Choosing useful indicators for COMEX

e Measuring the effectiveness of controls

e Continuous improvement and management review

o Security storytelling and data visualization

e Practical workshop: Designing a cybersecurity dashboard.

[Day 4 - Morning]
Business continuity, resilience and DRP

e Concepts: RTO, RPO, MTTR, criticality

o BCP/ERP: design, testing, maintenance

e Escalation chain and crisis communication

e Organizational resilience and dependencies

¢ Practical workshop: Crisis and post-mortem exercises.

[Day 4 - Afternoon]
Supplier and third-party management

e Due diligence and security questionnaires

e Contractual clauses, SLA/SLO, audit rights

¢ Continuous monitoring and supply chain risks

e Third-party incident management

¢ Practical workshop: Review of a critical supplier contract.

Legal, ethical and international compliance

e Managerial responsibilities and ethics



 Privacy, data transfer and localization

e Evidence, e-discovery, retention

e Cyber insurance and contractual aspects

e Practical workshop: managing a personal data breach under the RGPD.

[Day 5 - Morning]
Incident response and crisis management

¢ IR plans: preparation, detection, containment, eradication
¢ Roles, crisis unit and communication

o Partner/authority coordination

o Feedback and lessons learned

e Practical workshop: Simulation of a major incident.

[Day 5 - Afternoon]
Leadership and management of safety teams

o Safety culture and change management

e Organization, responsibilities, skills development

e Motivation, conflict, inter-Directorate collaboration
e Career planning and talent retention

e Practical workshop: SOC team development plan.

Preparing for the ISSMP exam

e Exam format, domains, weightings and strategies

e Time management, answering techniques and common pitfalls
e Targeted review of CBK pain points

e Practical workshop: taking the mock exam + correction.

Companies concerned

This course is aimed at both individuals and companies, large or small, wishing to train their
teams in a new advanced computer technology, or to acquire specific business knowledge or
modern methods.

Positioning on entry to training

Positioning at the start of training complies with Qualiopi quality criteria. As soon as registration
is confirmed, the learner receives a self-assessment questionnaire enabling us to



assess the learner's estimated level of proficiency in different types of technology, as well as his
or her expectations and personal objectives for the training to come, within the limits imposed by
the selected format. This questionnaire also enables us to anticipate any connection or security
difficulties within the company (intra-company or virtual classroom) which could be problematic
for the follow-up and smooth running of the training session.

Teaching methods

Practical training: 60% hands-on, 40% theory. Training material distributed in digital format to
all participants.

Organization

The course alternates theoretical input from the trainer, supported by examples, with
brainstorming sessions and group work.

Validation

At the end of the session, a multiple-choice questionnaire verifies the correct acquisition of
skills.

Certification
A certificate will be awarded to each trainee who has completed the entire course.
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