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ISSAP Certification Training - Information Systems
Security Architecture Professional

ALL-IN-ONE: EXAM INCLUDED IN PRICE

5 days (35 hours)

Presentation

ISSAP certification (ISC2) validates advanced expertise in security architecture: governance, modeling,
networks and systems, |AM, cryptography, cloud and resilience. It is aimed at experienced profiles who
design, evaluate and manage security architectures in line with corporate strategy.

Our ISSAP training covers the official domains and translates regulatory and technical requirements
into concrete architectures: models, controls, proofs and operations.

You'll learn how to document, justify and evolve your choices in hybrid and multi-cloud environments.

On completion, you'll be able to design and audit complex cybersecurity architectures, guide critical
projects and prepare effectively for the ISSAP exam.

Like all our training courses, this program is based on the latest stable version of ISC2 resources, and
favors a practical, operational approach.

Objectives

e Design a coherent and traceable cybersecurity architecture.

¢ Apply standards and frameworks (ISO/NIST, TOGAF, SABSA).
¢ Network, system, cloud and application security.

e Integrate cryptography and IAM into design.

e Develop resilient, compliant architectures.

e Prepare for ISSAP certification.


https://www.ambient-it.net/formation/issap/
mailto:formation@ambient-it.net
https://www.isc2.org/certifications/issap/issap-certification-exam-outline

Target audience

e Security architects

e Senior security engineers

e Technical security managers

e CISOS

¢ Professionals wishing to increase their expertise

Prerequisites

e CISSP certification
e Proven experience in security architecture
¢ Solid grounding in networks, systems, |IAM, crypto, cloud

ISSAP - Information Systems Security Architecture Professional
training program

[Day 1 - Morning]
Security architecture fundamentals

¢ ISSAP positioning, link with IS architecture and cybersecurity

¢ Role and scope of the security architect

e Overview of ISSAP domains

o Security alignment vs. business strategy

¢ Deliverables and architecture governance

¢ Practical workshop: Mapping the roles and responsibilities of a security architect.

[Day 1 - Afternoon]
Architecture frameworks and methods

e Frameworks: TOGAF, SABSA, Zachman

¢ Risk and compliance-oriented method

¢ Architecture artifacts (views, models, glossary)

e Traceability of requirements and controls

e Governance and multi-project consistency

e Practical workshop: High-level security architecture map.

Governance, risk and compliance



e Policies, standards, norms (ISO, NIST)

¢ Key regulatory frameworks (RGPD, sector-specific)

¢ Decision-making and accountability

e Maturity measurement and KPI/KRI

e Integrating GRC into architecture

e Practical workshop: Mini-policy and security acceptance criteria.

[Day 2 - Morning]

Security architecture modeling

e Design principles and patterns

e Logical / physical / operational views

e Threats and trust assumptions

e Zero-Trust models and segmentation

e End-to-end and defense-in-depth

¢ Practical workshop: Modeling a sensitive zone.

[Day 2 - Afternoon]

Modern networks and perimeters

e Segmentation, IDS/IPS, firewalls, proxies

¢ VPN, SD-WAN, filtering, TLS inspection

¢ Hybrid and multi-cloud networks

e Network controls vs. business requirements

¢ Observability and supervision

e Practical workshop: Designing a secure multi-zone network.

Infrastructures and systems

¢ OS hardening/virtualization/containers

e Control plan, secrets, bastions

¢ Platform and workload security

e Supply chain

e Operations integration

e Practical workshop: Secure infrastructure diagram with bastions and logs.

[Day 3 - Morning]

Cryptography and key management

e Applied concepts (symmetrical, asymmetrical, hashing)
e PKI, certificates, HSM, rotation
¢ Protocols: TLS, IPsec, SSH



e Data-at-rest / in-transit / in-use
e Trust models and delegation
¢ Practical workshop: PKI architecture and certificate policy.

[Day 3 - Afternoon]

Application security and

SDLC

e Security integration with SDLC / DevSecOps

e APIs, microservices, secrets management

¢ OWASP threats and architecture controls

¢ Architecture reviews and gates

¢ Quality, testing and compliance

¢ Practical workshop: Evaluating the architecture of a web application.

Cloud and shared responsibility

e |laaS/PaaS/SaaS models and shared-responsibility

e Secure landing zones

¢ Networks, identities and data in the cloud

e Multi-cloud and interco

e Guardrails and policy as code

e Practical workshop: Blueprint for a secure Cloud architecture.

[Day 4 - Morning]

|ldentity and access management

e Federation: SAML, OAuth2, OIDC

e Access management: privileged accounts, strong authentication and user rights
e Context, risk and adaptive access

¢ |AM integration with IS and SaaS

e Logs, audit and compliance

¢ Practical workshop: Designing an end-to-end IAM architecture.

[Day 4 - Afternoon] Data and

governance

e Classification, retention, life cycle

e Encryption, masking, tokenization

Data mesh / data lake: security requirements

Traceability, proof and audits

Privacy and RGPD principles

Practical workshop: Classification policy and associated controls.



Resilience, continuity and crisis

e HA, PRA/PCA, critical dependencies

¢ Response plans and exercises

¢ Anti-fragility and secure-by-default

¢ Continuous improvement plans

e Error budgeting and SLO

¢ Practical workshop: PRA/PCA runbook and periodic testing.

[Day 5 - Morning]
Physical and environmental security

¢ Physical controls & datacenters

e Physical/logical convergence

¢ Local standards and compliance

e Surveillance, access, evidence

e Threat model integration

e Practical workshop: Assessing a critical site (zones & controls).

[Day 5 - Afternoon]
Project-oriented secure architecture

e Agile/DevSecOps: "shift-left

e Security acceptance criteria and gates

¢ Architecture docs: views and standards

e Suppliers and tier risk

e Costs, prioritization and trade-offs

e Practical workshop: Security architecture checklist for a product.

Preparing for the ISSAP exam

e Exam structure

¢ Revision plan

¢ Sample MCQs, pitfalls and time management
¢ Official ISC2 resources

¢ Practical workshop: Mock exam + correction.

Companies concerned

This course is aimed at both individuals and companies, large or small, wishing to train their teams in
a new advanced computer technology, or to acquire specific business knowledge or modern
methods.



Positioning on entry to training

Positioning at the start of training complies with Qualiopi quality criteria. As soon as registration is
finalized, the learner receives a self-assessment questionnaire enabling us to assess his or her
estimated level of proficiency in different types of technology, as well as his or her expectations and
personal objectives for the forthcoming course, within the limits imposed by the selected format. This
questionnaire also enables us to anticipate any connection or security difficulties within the company
(intra-company or virtual classroom) which could be problematic for the follow-up and smooth
running of the training session.

Teaching methods

Practical training: 60% hands-on, 40% theory. Training material distributed in digital format to all
participants.

Organization

The course alternates theoretical input from the trainer, supported by examples, with brainstorming
sessions and group work.

Validation

At the end of the session, a multiple-choice questionnaire verifies the correct acquisition of skills.

Certification

A certificate will be awarded to each trainee who has completed the entire course.
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