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SailPoint Certified IdentitylQ Associate Certification
Training
3 days (21 hours)

Overview

The SailPoint Certified IdentitylQ Associate certification validates your ability to configure and
operate ldentitylQ to automate the identity lifecycle, access rights, and review campaigns. It is
intended for IAM teams seeking to secure and standardize onboarding/offboarding and
compliance processes.

This training prepares you for the key concepts covered in the exam: ldentitylQ concepts,
components, configuration objects, access governance, and operational best practices. The
approach focuses on real-world scenarios (account management, access requests,
certifications, policies) to connect each concept to practical applications.

You will work through guided workshops and demonstrations on an ldentitylQ instance: navigation,
configuration, log review, and troubleshooting common errors. Course materials include: course
handouts, a review checklist, corrected exercises, and a sample preparation guide (key topics to
master, common pitfalls).

Objectives

« Identify the fundamental components and objects of IdentitylQ.
e Configure governance elements: requests, roles, and policies.
e Run and interpret certification campaigns and their results.

e Analyze logs and diagnose configuration issues.

o Apply security and operational best practices for IAM.

Target Audience

¢ |IAM administrators and operators
e Security/GRC analysts involved in access compliance
¢ |IAM technical project managers
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Prerequisites

e Basic IAM concepts: identities, accounts, roles, permissions

e Understanding of directories and repositories (AD/LDAP) and target applications
e SQL Basics and Log Analysis

o Network and security concepts (authentication, authorization)

Technical requirements

e PC with at least 8 GB of RAM (16 GB recommended) and 10 GB of free disk space

e Windows 10/11, macQOS, or Linux with a modern browser (Chrome/Firefox)

e Access to an IdentitylQ lab instance provided by the organization or training environment
o Text editor, terminal, SSH/VPN client if required by the lab

Program

%%SCHEDULE%%

Target Audience

This training is intended for both individuals and companies, large or small, wishing to train their
teams in new advanced IT technologies or to acquire specific professional knowledge or modern
methods.

Entry-level assessment

The pre-training assessment complies with Qualiopi quality standards. Upon final registration,
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency in various types of technologies, as well as their expectations and personal goals for
the upcoming training, within the limits imposed by the selected format. This questionnaire also
allows us to anticipate certain connection or internal security issues within the company (intra-
company or virtual classroom) that could pose challenges for monitoring and ensuring the
smooth running of the training session.

Teaching Methods

Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format to
all participants.

Organization

The course alternates between theoretical instruction from the instructor—supported by
examples and discussion sessions—and group work.

Assessment



At the end of the session, a multiple-choice questionnaire is used to verify that the skills have
been properly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training program.

Training Program Webpage - Appendix 1 - Training Course Description
Training organization registered under number 11 75 54743 75. This registration does not constitute state accreditation.
© Ambient IT 2015-2026. All rights reserved. Paris, France - Switzerland - Belgium - Luxembourg


https://www.ambient-it.net/formation/identityiq-associate/

