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GitOps Certification Training
2 days (14 hours)

Overview

GitOps is a training course dedicated to the industrialization of Kubernetes deployments using
Git, while preparing you for the Certified GitOps Associate (CGOA) certification.

Our GitOps training will help you understand the principles of GitOps and use Git as a single
source of truth to manage your application deployments on Kubernetes.

You will learn how to install and configure ArgoCD, create applications, synchronize the Git
state with the cluster state, analyze drift, and set up Auto Sync, self-healing, and rollbacks.

You will be able to structure GitOps repositories for multiple environments, use Helm and
Kustomize, manage ApplicationSets, multi-cluster deployments, and secret management
strategies with SOPS or External Secrets.

The training will also cover the concepts required for the CGOA certification: GitOps terminology,
fundamental principles, Configuration as Code, Infrastructure as Code, CI/CD, DevSecOps, GitOps
patterns, reconciliation tools, observability, and governance.

Upon completion of this training, you will be able to design, secure, and operate a complete
GitOps workflow with ArgoCD, while building the knowledge needed to prepare for the Certified
GitOps Associate exam.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives
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e Understand the principles of GitOps and the role of Git as the single source of truth.

e Install, configure, and operate ArgoCD on Kubernetes.

e Deploy Kubernetes applications from a Git repository.

e Set up synchronization, drift detection, Auto Sync, self-healing, and rollbacks.

e Structure dev, staging, and production environments with Helm or Kustomize.

o Use ApplicationSets to automate multi-environment or multi-cluster deployments.

o Secure GitOps workflows with RBAC, secret management, and best access practices.
e Prepare for the Certified GitOps Associate (CGOA) certification exam.

Target Audience

e DevOps Engineers

e Cloud engineers

e Kubernetes administrators

e Platform engineers

e SRE

e Developers looking to automate their Kubernetes deployments
e Cloud-native architects

e Professionals looking to prepare for the CGOA certification

Prerequisites

e Basic knowledge of Kubernetes.

e Good understanding of Git and branch workflows.

e Basic understanding of Kubernetes YAML manifests.

o Basic knowledge of containerization and application deployment.
e Some experience with Helm or Kustomize is a plus.

Technical requirements

o Laptop with at least 8 GB of RAM; 16 GB recommended.
o Stable internet connection.
e Code editor installed, such as Visual Studio Code.

Our GitOps Certification Training Program
[Day 1 - Morning]
GitOps Fundamentals and Kubernetes Architecture

e Understanding the principles of GitOps

e Using Git as the single source of truth

e Understanding the Desired State and the reconciliation loop
e Identifying deviations with Drift Detection



e Comparing Push and Pull Approaches

e Positioning GitOps within a Kubernetes architecture

e Understanding CGOA concepts: declarative, versioned and immutable, pulled automatically,
continuously reconciled

GitOps ecosystem and environment setup

e Identify the main GitOps tools on the market

e Understanding the positioning of ArgoCD, Flux, and Jenkins X

e Understanding the role of the Git repository in the deployment cycle

e Organizing Kubernetes manifests in a GitOps repository

e Preparing a Kubernetes cluster for GitOps deployments

e Connect GitOps to Configuration as Code, Infrastructure as Code, DevOps, DevSecOps, and
CI/CD practices

e Hands-on workshop: Structuring a GitOps repository.

[Day 1 - Afternoon]
Deploying applications with ArgoCD

e Introduction to ArgoCD and its architecture

e Installing and configuring ArgoCD in a Kubernetes cluster

e Creating an ArgoCD Application

e Synchronizing the Git state with the cluster state

e Understanding Sync, Health, and OutOfSync statuses

e Using Git as the source of truth for application deployments

o Hands-on workshop: Deploy a Kubernetes application with ArgoCD from a Git repository.

Synchronization, rollback, and self-healing

¢ Understanding manual and automatic synchronization mechanisms
e Setting up Auto Sync

e Using self-healing to correct configuration discrepancies

e Manage application rollbacks with ArgoCD

e Analyzing differences between Git and the cluster

« Identifying common errors during a GitOps deployment

[Day 2 - Morning]
Advanced GitOps and Multi-Environment Management

e Structuring a GitOps repository for multiple environments

e Managing dev, staging, and production environments

e Using Helm with ArgoCD

e Using Kustomize to manage environment variations

o Understanding the deployment and release patterns expected by the CGOA



e Set up reproducible deployments
ApplicationSets, multi-cluster, and secrets

o Understanding the role of ApplicationSets

o Automate application generation with ArgoCD

e Managing multi-cluster deployments

o Understanding the challenges of secret management in GitOps

e Discover SOPS and External Secrets

e Applying best practices for separating configuration, secrets, and manifests

e Hands-on workshop: Create an ApplicationSet and integrate a secret management strategy.

[Day 2 - Afternoon]

GitOps Security, Governance, and Operations

e Configure ArgoCD permissions and RBAC

o Apply GitOps security best practices

e Managing incidents, rollbacks, and configuration deviations
e Understanding the basics of GitOps observability

e Identify common errors in GitOps deployments

e Scale GitOps workflows within a DevOps organization

Mock exam and preparation for the CGOA certification

» Review the domains of the Certified GitOps Associate (CGOA) certification

e Review GitOps Terminology, GitOps Principles, Related Practices, GitOps Patterns, and Tooling
o Consolidate concepts of state store, feedback loop, rollback, reconciliation, and drift

e Review best practices for security, RBAC, secrets, CI/CD, and multi-environments

e Practice with sample certification questions

e Correct common mistakes and strengthen weak areas

e Hands-on workshop: Take the practice exam + review answers.

Target Audience

This training is intended for both individuals and companies, large or small, seeking to train their
teams in new advanced IT technologies or to acquire specific industry knowledge or modern
methodologies.

Entry-level assessment

The pre-training assessment complies with Qualiopi quality standards. Upon final registration,
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency in various types of technologies, as well as their expectations and personal goals
regarding the upcoming training, within the limits imposed by the selected format. This
qguestionnaire also enables us to anticipate certain connection issues or



internal security issues within the company (intra-company or virtual classroom) that could pose
challenges for the monitoring and smooth running of the training session.

Teaching Methods

Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format to all
participants.

Organization

The course alternates between theoretical input from the trainer, supported by examples and
reflection sessions, and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have
been properly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training program.
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