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ElasticSearch Ops Training
2 days (14 hours)

Overview

ElasticSearch in infrastructure and production mode: harness its full power with our advanced
training course.

Have you attended our Elasticsearch training and want to learn more about ElasticSearch
administration? Want to learn best practices for daily ES cluster management? This training will
help you become an expert in Elasticsearch administration and infrastructure.

In this Elasticsearch training course, we will look at how to install and configure Elasticsearch in
a high-density operating environment subject to production requirements.

Next, we will look at cluster management and monitoring. Finally, we will learn best practices
for dealing with failures and protecting your data with X-Pack Security.

The training will use the latest stable version of the project (Elasticsearch 9).

Objectives

e Manage a cluster, from installation to monitoring in ElasticSearch operating mode
e Learn best practices in case of failure on ElasticSearch
e Protect your data on ElasticSearch

Target audience

o System administrators
e Developer


https://www.ambient-it.net/formation/formation-elasticsearch-administration-infrastructure/
mailto:formation@ambient-it.net
https://www.ambient-it.net/formation/elasticsearch/
https://github.com/elastic/elasticsearch/releases

o Architect
e Project manager
 Big Data Engineer

Prerequisites

Knowledge of operating system administration and basic knowledge of Elasticsearch.
Our ElasticSearch OPS training program

Elasticsearch: introduction, search configuration, and indexing

e Use cases

o REST API

e Inverted index

e Data indexing

e Advanced Search

e Unstructured data extraction

e Issues with large volumes of queries and indexing

e Hands-on workshop: Installing Elasticsearch & Kibana for use with the Devtools tool
o Hands-on workshop: Exercise on advanced search and indexing

Installation & sizing

e Clustering

e Node, Sharding

e Distributed nature of ElasticSearch: Storage & Computing
e Fault tolerance

e Concept of master node

e Primary shard and replication

e Internal query routing

Cluster management: configuration & management

o Node configuration & Template management

e The elasticsearch.yml file

e Query tools & /_cluster/health

e Index creation

e Defining storage spaces (shards)

e Allocation to a node & Configuration of new nodes

e Shard allocation

e Hands-on workshop: multi-node configuration and template management

Failure scenarios



o Hardware fault tolerance: adjusting and optimizing storage distribution

e Operation in the event of node loss

e Election of a new master node

e Declaration of new primary shards

e Backup and restore

e Hands-on workshop: Simulating a node failure and observing the cluster

Monitoring: Cluster monitoring

e Data collection

e Operation: log management

o API: Administration & supervision

e Cluster monitoring

e Load balancing

e Node allocation & Index aliases

e Transient and Persistent Properties

X-Security Pack: protect your data (formerly Shield)

o Manage users and roles

e Prevent intrusions, data tampering, and sniffing
e Track all activities

e Hands-on workshop: user and role management

Target companies

This training course is aimed at both individuals and companies, large or small, wishing to train
their teams in new advanced IT technology or to acquire specific professional knowledge or
modern methods.

Placement at the start of training

The positioning at the start of the training complies with Qualiopi quality criteria. Upon final
registration, the learner receives a self-assessment questionnaire that allows us to assess their
estimated level of proficiency in different types of technologies, as well as their expectations and
personal objectives for the upcoming training, within the limits imposed by the selected format.
This questionnaire also allows us to anticipate certain connection or internal security issues
within the company (intra-company or virtual classroom) that could be problematic for the
monitoring and smooth running of the training session.

Teaching methods

Practical training: 60% practical, 40% theory. Training materials distributed in digital format to all
participants.

Organization

The course alternates between theoretical input from the trainer, supported by examples and



reflection sessions and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have
been correctly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training course.
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