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CompTIA Pentest+ Certification Training
(PT0-002)

ALL-IN-ONE: EXAM INCLUDED IN THE PRICE

5 days (35 hours)

Overview

Our Comptia Pentest+© training course will effectively prepare you for certification. This certification
will allow you to prove your skills in penetration testing and IT security, thereby strengthening your
credibility and value in the professional market.

Our training covers all the skills needed to identify, exploit, and document vulnerabilities in systems,
networks, and applications.

The training provides you with comprehensive expertise to pass the PT0-002 exam while developing
skills that are directly applicable in the workplace.

We constantly update our program to reflect the latest industry developments and ensure that our
learners have the most up-to-date skills.

Training content

¢ 4 days of training with a certified expert
e 1 year of access to self-paced labs
¢ 1 certification attempt

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives


https://www.ambient-it.net/formation/comptia-pentest/
mailto:formation@ambient-it.net

e Understand the fundamentals of penetration testing and related regulatory frameworks (GDPR,
PCI DSS)

e Know how to plan, execute, and document a penetration test, from data collection to
remediation

¢ Exploit network, application, and system vulnerabilities using professional tools (Nmap, Nessus,
Metasploit, etc.).

e Master the writing of clear and actionable reports for different audiences (technical and non-technical
technical).

e Develop communication and report writing skills

Target audience

e Pentesters

e Cybersecurity analysts
e Security consultants

e System administrators

Prerequisites

e 3 to 4 years of practical experience in performing penetration testing, vulnerability
assessments, and code analysis

¢ Solid knowledge of IT security

e Basic understanding of penetration testing

e Knowledge of scripting languages such as Python or Ruby

Software prerequisites

e Virtualization environment (VMware or VirtualBox)
¢ Vulnerability testing tools (Nmap, Metasploit, Burp Suite, OWASP ZAP, SQLmap, etc.)
e Password management tools and secure storage of sensitive information

Note: Ambient IT does not own Comptia Certifications®©; this certification belongs to Comptia®, Inc.
Pentest+© Certification Preparation Program

[Day 1 - Morning]

Penetration testing: before you begin

¢ Professional conduct and penetration testing
¢ Collaboration and communication



e Testing frameworks and methodologies
e Introduction to scripting for penetration testing

[Day 1 - Afternoon]
Implementation of pre-engagement activities

¢ Defining the scope and comparing types of assessments
¢ Using the shared responsibility model
e |dentifying legal and ethical considerations

|dentification and recognition

¢ Information gathering techniques
e Host and service discovery techniques
e Enumeration for attack planning and enumeration for specific assets

[Day 2 - Morning]
Vulnerability analysis and identification

¢ Professional conduct and penetration testing
¢ Collaboration and communication

¢ Testing frameworks and methodologies

e Introduction to scripting for penetration testing

[Day 2 - Afternoon]
Performing penetration testing attacks

¢ Defining the scope

e Comparing types of assessments

¢ Using the shared responsibility model

o Identify legal and ethical considerations

[Day 3 - Morning]
Web-based attacks

o Web-based attacks
e Cloud-based attacks



[Day 3 - Afternoon]
Enterprise attacks

e Performing network attacks
e Performing authentication attacks
e Performing host-based attacks

[Day 4 - Morning]
Specialized attacks

o Wireless attacks
¢ Social engineering attacks
e Specialized attacks against systems

[Day 4 - Afternoon] Performing
penetration testing

¢ Establishing and maintaining persistence
e Moving laterally in environments

e Preparation and extraction

¢ Cleaning and restoration

[Day 5 - Morning]

Reports and recommendations

e Elements of the intrusion test report
¢ Analysis of results
¢ Recommendations for correction

[Day 5 - Afternoon] Practical

exam preparation

¢ 30-question multiple-choice quiz



Companies concerned

This training is intended for both individuals and companies, large or small, wishing to train their
teams in new advanced IT technology or to acquire specific professional knowledge or modern
methods.

Placement at the start of training

The placement test at the start of the training course complies with Qualiopi quality criteria. Once
they have finalized their registration, learners receive a self-assessment questionnaire that allows us
to assess their estimated level of proficiency in different types of technologies, as well as their
expectations and personal objectives for the upcoming training course, within the limits imposed by
the selected format. This questionnaire also allows us to anticipate certain connection or internal
security issues within the company (intra-company or virtual classroom) that could be problematic for
the monitoring and smooth running of the training session.

Teaching methods

Practical training: 60% practical, 40% theory. Training materials distributed in digital format to all
participants.

Organization

The course alternates between theoretical input from the trainer, supported by examples and
discussion sessions, and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have been
correctly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training course.
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