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CKA Certification Training
2 days (14 hours)

Overview

Have you taken our Kubernetes training for administrators and want to earn the CKA
certification? Don’t want to fail the exam? Over the course of two days, we’ll prepare you for the
exam so you have the best chance of becoming a Certified Kubernetes Administrator.

The CKA (Certified Kubernetes Administrator) is a recognized certification that proves to your
colleagues that you have the skills needed to perform the duties of a Kubernetes
administrator—namely, installing, configuring, and managing Kubernetes clusters.

The exam is divided into five sections: Storage, Troubleshooting, Workloads and Scheduling,
Architecture, Cluster Installation and Configuration, and Services and Networking. During this
preparation day, we’ll review these five concepts while teaching you the reflexes and tactics you'll
need to complete your exam more quickly.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives

e Be able to perform the duties of a Kubernetes administrator

e Be prepared to pass the CKA exam

e Install, configure, and maintain a Kubernetes cluster with Kubeam

e Be able to manage a cluster’s workloads, networking, storage, and security
» Diagnose and resolve incidents on a production Kubernetes cluster

e Prepare effectively for the CKA exam through intensive hands-on practice

Target Audience
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Developers, Architects, System Administrators, DevOps

Prerequisites

» Solid knowledge of using Kubernetes for administration or completion of our Advanced
Kubernetes: Production Administration course
« Basic knowledge of a Unix system and how containers work

Software Prerequisites

An SSH client capable of connecting to your administration machine.

Recommended Reading Before the Training

e Tips and tricks for passing the CKA exam shared by Giuseppe Santoro, Senior Software
Engineer at Elastic
e The official cheat sheet for commands from Kubernetes.io

CKA Exam Prep Curriculum

Kubernetes Certifications

o The Different Certifications
¢ The Certification Process
e The Environment

o CKA Requirements

Tips & Tricks

e Essential Imperative Commands
e Bookmarks

Setting Up a Cluster with kubeadm

e Initializing the cluster and adding nodes

e Installing a network plugin

o Static pods

o Different types of configuration files (kubeconfig, certificates, etc.)

Workloads
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o Key application resources (Pod, Deployment, DaemonSet, etc.)
e Resources for configuration (Secret, ConfigMap)

Pod scheduling

e Overview of scheduling
o The different phases
o Properties used to select a node (nodeSelector, PodAffinity, etc.)

Networking

e Kubernetes networking model

e The Different Types of Communication in a Cluster
e Overview of CNI (Container Network Interface)

e Service

e Ingress controller

e The new Gateway API

Storage

¢ Volume Overview
e PV, PVC, StorageClass

Security

o Authentication and Authorization (RBAC)
o SecurityContext
¢ NetworkPolicy

Troubleshooting

 Various Solutions for Log and Metrics Management
e Control-plane component logs
e Troubleshooting Examples

Operating a kubeadm cluster

e Updating a cluster
e Backing Up and Restoring etcd

Target Audience



This training is intended for both individuals and companies—Ilarge and small—that wish to train
their teams in new, advanced IT technologies or to acquire specific industry knowledge or
modern methodologies.

Entry-Level Assessment

The pre-training assessment complies with Qualiopi quality standards. Upon final registration,
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency with various types of technologies, as well as their expectations and personal goals
for the upcoming training, within the limits imposed by the selected format. This questionnaire
also allows us to anticipate certain connection or internal security issues within the company
(intra-company or virtual classroom) that could pose challenges for monitoring and ensuring the
smooth running of the training session.

Teaching Methods

Hands-On Training: 60% Practical, 40% Theoretical. Training materials distributed in digital format
to all participants.

Organization

The course alternates between theoretical input from the instructor—supported by examples
and reflection sessions—and group work.

Assessment

At the end of the session, a multiple-choice quiz is administered to verify that participants have
successfully acquired the skills.

Certification

A certificate will be issued to each trainee who has completed the entire training program.
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