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CISSP® Certification Training
5 days (35 hours)

Overview

The CISSP® (Certified Information Systems Security Professional) certification from ISC2® is 
one of the world’s most recognized certifications in cybersecurity, security governance, and 
information systems protection.

Our CISSP® Certification Training will equip you with the knowledge needed to understand, 
design, manage, and secure complex security architectures in modern, high-risk environments.

You will study the eight domains of the CBK (Common Body of Knowledge) defined by ISC2®: 
Security and Risk Management, Asset Security, Security Architecture and Engineering, 
Communication and Network Security, Identity and Access Management (IAM), Security 
Assessment and Testing, Security Operations, and Software Development Security.

The course covers key issues related to security governance, secure architecture, IAM, risk 
management, security operations, business continuity, network security, secure development, 
and audit and compliance processes.

You will also learn to understand risk management methodologies, threat modeling 
approaches, business continuity principles, disaster recovery mechanisms, DevSecOps 
concepts, and the fundamentals of security in modern architectures.

Through a structured approach centered on the various domains of the CBK, this course will 
help you consolidate your cybersecurity knowledge while effectively preparing you to take the 
official CISSP® exam.

Like all our training courses, this one will introduce you to the latest stable version of the 
technology and its new features.

https://www.ambient-it.net/formation/certification-cissp/
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Objectives

● Acquire the knowledge necessary to pass the CISSP® exam
● Master the eight domains of the ISC²® CBK
● Understand the challenges of governance and management in information systems 

security
● Assess and mitigate risks related to security architectures, networks, applications, and operations
● Understand the principles of Business Continuity, Disaster Recovery, and Security Operations
● Strengthen your skills in security architecture, IAM, auditing, and compliance
● Effectively prepare for the official CISSP® certification exam

Target Audience

● CISO
● CIO
● Security architects
● Cybersecurity Consultants
● Security engineers
● Security Auditors
● Operational Security Managers
● Experienced system and network administrators
● Professionals preparing for CISSP® certification

Prerequisites

● Ideally, 5 years of professional experience in at least two areas of the ISC2® CBK
● General knowledge of cybersecurity, networks, and information systems
● Basic knowledge of risk management, network security, and operational security
● An understanding of business continuity and security governance concepts is appreciated
● Understanding of technical English
● A good understanding of Unix, Windows, and Linux environments
● Test My Knowledge

Technical Prerequisites

● Laptop with at least 8 GB of RAM.
● Stable internet connection to access supplementary materials and resources.
● PDF reader installed to view CISSP® materials.
● A recent web browser is recommended.

Note: Ambient IT does not own CISSP®; this certification is owned by ISC²®, Inc.

CISSP® Certification Training Program

[Day 1 - Morning]

https://www.ambient-it.net/test-technique/cybersecurite


Domain 1: Security and Risk Management

● Understand, adhere to, and promote ISC²’s professional ethics
● Understand and apply fundamental security concepts
● Evaluating, applying, and maintaining security governance principles
● Understanding legal, regulatory, and compliance issues
● Understand the requirements associated with different types of investigations

[Day 1 – Afternoon]

Area 1: Risk Management, Business Continuity, and Awareness

● Develop, document, and implement policies, standards, procedures, and guidelines
● Identify, analyze, evaluate, prioritize, and implement business continuity requirements
● Understanding and applying risk management concepts
● Understand and apply threat modeling concepts and methodologies
● Apply the concepts of supply chain risk management
● Establish and maintain a security awareness, education, and training program
● Domain 1 Review Quiz

[Day 2 - Morning]

Domain 2: Asset Security

● Identify and classify information and assets
● Establish requirements for the processing and handling of information and assets
● Securely allocate resources
● Manage the data lifecycle
● Ensure appropriate asset retention
● Determine data security controls and compliance requirements
● Domain 2 Consolidation Quiz

[Day 2 - Afternoon]

Area 3: Security Architecture and Engineering: Fundamentals

● Research, implement, and manage engineering processes according to the principles of secure 
design

● Understand the fundamental concepts of security models
● Select controls based on system security requirements
● Understand the security capabilities of information systems
● Identify the main challenges in security architecture

[Day 3 - Morning]

Area 3: Security Architecture and Engineering: In-Depth Study



● Assess and mitigate vulnerabilities in architectures, designs, and solution components
● Selecting and determining cryptographic solutions
● Understand cryptographic attack methods
● Apply security principles to the design of sites and facilities
● Design physical security controls
● Manage the lifecycle of information systems
● Domain 3 Review Quiz

[Day 3 - Afternoon]

Domain 4: Communication and Network Security

● Applying secure design principles to network architectures
● Understanding Network Communication Models, Protocols, and Architectures
● Secure network components
● Implement secure communication channels in accordance with the design
● Relate network security to the issues of confidentiality, integrity, and availability
● Domain 4 Review Quiz

[Day 4 - Morning]

Domain 5: Identity and Access Management

● Control physical and logical access to assets
● Design an identification and authentication strategy
● Understand federated identity with a third-party service
● Implement and manage authorization mechanisms
● Manage the identity and access provisioning lifecycle
● Implement authentication systems
● Domain 5 Review Quiz

[Day 4 - Afternoon]

Domain 6: Security Assessment and Testing

● Design and validate assessment, testing, and audit strategies
● Conduct security control tests
● Collect data from security processes
● Analyze test results and generate reports
● Conduct or facilitate security audits
● Domain 6 Review Quiz

[Day 5 - Morning]

Domain 7: Security Operations



● Understand and comply with investigation requirements
● Conduct logging and monitoring activities
● Perform configuration management
● Apply the fundamental concepts of security operations
● Implement resource protection
● Conduct incident management
● Implement and maintain detective and preventative measures

[Day 5 - Afternoon]

Domain 7: Recovery, Business Continuity, and Physical Security

● Implement and support patch management and vulnerability management
● Understanding and participating in change management processes
● Implement recovery strategies
● Implement disaster recovery processes
● Test disaster recovery plans
● Participate in business continuity planning and related exercises
● Implement and manage physical security
● Address personnel safety and security issues
● Domain 7 Review Quiz

Domain 8: Software Development Security

● Understand and integrate security into the Software Development Life Cycle
● Identify and apply security controls in software development ecosystems
● Evaluate the effectiveness of software security
● Assess the security impact of acquired software, third-party components, libraries, and 

dependencies
● Define and apply secure coding guidelines and secure coding standards
● Understand the challenges of DevSecOps, code review, static analysis, and dynamic testing
● Domain 8 Review Quiz

FAQ – QUESTIONS AND ANSWERS

In what language is the CISSP® training course taught?

The course is taught in French.

In what language is the exam administered?

The exam is administered in English and French.

Is the exam included in the course price?



Yes, the cost of the certification is included in the course fee (€665 excluding tax, for 
reference). You will be able to take the exam at the end of the session.

How is the CISSP® certification exam administered?

● The exam: Computerized Adaptive Testing (CAT)
● Number of questions: 100 to 150 questions
● Duration: 3 hours maximum
● Question types: Multiple-choice and innovative advanced questions
● Required score: 700 out of 1,000
● The exam covers the 8 domains of the CISSP Common Body of Knowledge (CBK)

What is the CPF?

The CPF (Personal Training Account) is a program administered by the French government 
that allows employees to access funding that can be used exclusively for training.

Why take a CPF-eligible training course?

To take advantage of the many benefits offered by the CPF:

Training that can be funded up to 100%High-quality training approved by the government 
agency France CompétencesA certification issued by France Compétences

What should I do if my CPF balance isn’t enough?

Contact us! Our advisors can help you find additional funding sources based on your 
situation, such as Pôle Emploi, your employer, your own funds (via credit card), or OPCO 
Atlas.

How do I register via MonCompteFormation?

Simply click on the green “CPF” banner on the right side of the screen (or at the top if you’re 
using a mobile device). You’ll then need to select a session date on the MonCompteFormation 
website.

How can I increase my CPF balance?

You receive credits at the end of each year you work, deposited into your 
MonCompteFormation account. You can receive up to 500 euros per year. The cap is set at 
5,000 euros, except in specific cases where the limit reaches 8,000 euros.

https://www.isc2.org/register-for-exam/isc2-exam-pricing#%3A~%3Atext%3DEUR%20184-%2CEUR%20665%2C-EUR%20555


Specific cases where the cap is set at 8,000 euros:

● Unskilled workers
● Workers with a recognized disability
● Victims of a work-related accident or occupational disease resulting in a permanent 

disability of at least 10%
● Recipients of a disability pension
● Recipients of a military pension
● Recipient of a disability allowance or pension for volunteer firefighters
● Recipient of the Mobility Inclusion Card marked “disability”
● Recipient of the Allowance for Adults with Disabilities (AAH)

What should I do if my CPF balance isn’t enough?

Contact us! Our advisors can help you find additional funding sources based on your 
situation, such as Pôle Emploi, your employer, your own funds (via credit card), or OPCO 
Atlas.

How can I finance this training?

Contact us to find a customized financing solution! We’ll help you choose from the following 
options:

● Your company’s OPCO (skills development organizations)
● The Skills Development Plan
● Group training initiatives for Big Data courses
● The FNE-Formation program
● Program for Very Small Businesses and SMEs

● Pôle Emploi
● AIF (Individual Training Assistance for Job Seekers)
● The ARE (Unemployment Benefit to Support a Return to Work)

● The CPF Program (MonCompteformation)
● Framework Agreement

Do you provide written materials?

Yes, if the training is in-person.

Are there any videos to watch?

No, there are no videos to watch.

If a participant fails the exam, can they retake it for free?

No, only one attempt is included.

Can the exam be taken remotely?



No, the exam must be taken at an official Pearson Vue center in Paris.

Target Audience
This training is intended for both individuals and companies—large or small—that wish to train 
their teams in new, advanced IT technology or to acquire specific professional knowledge or 
modern methods.

Entry-Level Assessment
The pre-training assessment complies with Qualiopi quality standards. Upon final registration, 
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated 
proficiency in various types of technologies, as well as their expectations and personal goals for 
the upcoming training, within the limits imposed by the selected format. This questionnaire also 
allows us to anticipate certain connection or internal security issues within the company (intra-
company or virtual classroom) that could pose challenges for monitoring and ensuring the 
smooth running of the training session.

Teaching Methods
Hands-On Training: 60% Practical, 40% Theoretical. Training materials distributed in digital 
format to all participants.

Organization
The course alternates between theoretical input from the instructor—supported by examples 
and reflection sessions—and group work.

Assessment
At the end of the session, a multiple-choice quiz is administered to verify that participants have 
successfully acquired the skills.

Certification
A certificate will be issued to each trainee who has completed the entire training program.
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