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CDSA Certification Training

Preparation & Exam included in the price

3 days (21 hours)

Overview

Our CDSA Certification training will allow you to validate your practical and technical skills in
defensive security and become a SOC analyst. The role of the SOC analyst is to detect, analyze, and
respond to security threats affecting the company’s information systems.

Our training program will cover all the steps and techniques involved in a SOC analysis and will
prepare you to take the CDSA certification exam at the end of the 3-day course.

By the end of this training, you will be able to identify, exploit, and document vulnerabilities and
propose solutions to strengthen and optimize security.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives

e Understand the fundamental concepts of defensive cybersecurity and how a SOC operates.

e Master the collection, analysis, and correlation of system, network, and application logs.

e Identify malicious activities using data from an SIEM.

o Conduct investigations into real-world incidents related to attacks on Windows, Active Directory, or
the network.

o Effectively use threat hunting, forensic, and malware detection tools.

e Write clear and actionable incident reports

¢ Prepare for and pass the official CDSA certification exam.

Target Audience
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e SOC Analyst

e Cybersecurity analysts
e Security consultants

e System administrators

Prerequisites

e Solid knowledge of IT security
e Basic understanding of threat detection
o Knowledge of scripting languages such as Python or Ruby

Our CDSA Certification Training Program

SOC & Incident Management

e Understanding the role of the SOC
o Stages of the incident management cycle
e NIST
o SANS
e Incident triage and escalation techniques
¢ Using ticketing and team communication tools
o Writing incident reports
e Incident simulations in a controlled environment

SIEM and Tactical Analysis

o SIEM architecture and operation
¢ Log collection and ingestion
e Windows
e Linux
o Network
e Creating dashboards and queries
e Incident analysis via Splunk
e Threat detection using the Elastic Stack
« Investigation with multi-source log correlation

Log and Event Analysis

e ldentifying suspicious behavior

o Exploring Windows event logs

e Authentication and network connection logs

e Correlation of multiple events

e Evtx, Sysmon, Winlogbeat for detailed analysis

Network Analysis & IDS/IPS



o Fundamentals of packet analysis

e Analysis of PCAPs related to real threats

o Analysis of attack patterns

e Using Snort and Suricata as IDS/IPS

o Analysis of NetFlow traffic and security alerts
e Deploying a network detection environment

Windows & Active Directory attacks

e Introduction to Active Directory

o Kerberoasting, DCSync, Pass-the-Ticket
e Creating custom detection rules

e Analysis of Malicious PowerShell Scripts

Malware Analysis

e Types of Malware
e Ransomware
e Info-stealers
e Droppers
o Static Analysis of a Malicious Binary
o Deobfuscation of malicious JavaScript code
e Sandboxing and dynamic analysis techniques
o Extracting Indicators of Compromise

Threat Hunting & Forensics

e Proactive detection based on hypotheses
e Introduction to Digital Forensics

o Post-mortem compromise analysis

e Creating Threat Response Playbooks

Target Audience

This training is designed for both individuals and companies—Iarge or small—that wish to train
their teams in new advanced IT technologies or to acquire specific industry knowledge or
modern methodologies.

Placement upon enroliment

The assessment upon enroliment complies with Qualiopi quality standards. Upon final
registration, the learner receives a self-assessment questionnaire that allows us to assess their
estimated proficiency with various types of technologies, as well as their expectations and
personal goals regarding the upcoming training, within the limits imposed by the selected format.
This questionnaire also allows us to anticipate certain connection or internal security issues
within the company (intra-company or virtual classroom) that could



problematic for the monitoring and smooth running of the training session.

Teaching Methods

Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format to all
participants.

Organization

The course alternates between theoretical input from the trainer, supported by examples and
reflection sessions, and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have
been properly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training program.
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