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CC Training - Certified in Cybersecurity
ALL-IN-ONE: EXAM INCLUDED IN PRICE

3 days (21 hours)

Presentation

Certified in Cybersecurity (CC) is an entry-level certification delivered by ISC². Designed to 
validate the fundamentals of cybersecurity, it covers security principles, network security, access 
controls, operations and incident management.

Our CC training will enable you to master the operational basics: analyzing threats and 
vulnerabilities, implementing effective controls, monitoring and responding to incidents, as well 
as the key notions of governance and compliance.

You'll learn how to apply best practices to networks, systems and applications, interpret logs and 
prioritize corrective actions. The course alternates theoretical input with practical workshops, and 
concludes with a comprehensive mock exam.

At the end of the course, you'll be able to approach the official exam with method, consolidate what 
you've learned in each area of the CC and build a progression plan.

Like all our training courses, this one is based on the latest stable version of the ISC² reference 
framework and a resolutely practical and operational approach.

Objectives

● Understand the fundamentals of cybersecurity and their uses.
● Identify and analyze threats and vulnerabilities.
● Apply controls to networks, systems and applications.
● Implement monitoring and incident response.
● Prepare effectively for ISC² CC certification.
● Take a mock exam with detailed correction.

Target audience

https://www.ambient-it.net/formation/cc/
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https://www.isc2.org/certifications/cc/cc-certification-exam-outline
https://www.isc2.org/certifications/cc/cc-certification-exam-outline


● System / network administrators
● Junior SOC analysts
● IT consultants
● Profiles moving into cybersecurity

Prerequisites

● Basic knowledge of systems and networks
● General IT knowledge

CC - Certified in Cybersecurity training program

[Day 1 - Morning]

Introduction to cybersecurity and CC certification

● Positioning of ISC² CC certification and market expectations
● Overview of threats, vulnerabilities and risks
● Roles and responsibilities of security teams
● Essential vocabulary: assets, controls, exposure, probability
● Teaching methodology and preparation resources
● Practical workshop: Initial self-diagnosis and debriefing.

[Day 1 - Afternoon]

Security principles and fundamental concepts

● CIA triad: Confidentiality, Integrity, Availability
● Notions of governance, policies and guidelines
● Risk management: identification, analysis, treatment
● Authentication and authorization models
● Preventive/detective/corrective controls
● Practical workshop: Mapping risks and controls for a typical IS.

Managing threats, attacks and vulnerabilities

● Attack typology: phishing, malware, ransomware, social engineering
● Application vulnerabilities and configuration errors
● Incident lifecycle and prioritization
● Attack/compromise indicators (IoA/IoC)
● Detection and response tools
● Practical workshop: Incident triage and first actions.

[Day 2 - Morning]



Network and system security

● Architectures, segmentation and hardening
● Perimeter controls: firewalls, IDS/IPS, WAF
● Secure protocols and services: TLS, VPN, SSH
● Windows and Linux hardening (patching, accounts, services)
● Event logging and correlation
● Practical workshop: Software firewall configuration + log reading.

[Day 2 - Afternoon]

Operational security and monitoring

● Monitoring: SIEM, logs, alerts and dashboards
● Change and patch management (vulnerabilities)
● BCP/DRP: backups, restoration and testing
● Resilience and business continuity
● Incident response and communication
● Practical workshop: hunting for anomalies in supplied logs.

Application and cloud security

● Principles of secure development and common errors
● OWASP vulnerabilities (XSS, injection, CSRF...)
● Shared responsibility model in the cloud
● IAM: identity management, MFA, roles
● Cloud compliance and logging
● Practical workshop: Fixing an XSS flaw in a snippet.

[Day 3 - Morning]

Governance, risk and compliance

● Frameworks and standards: ISO 27001, NIST, RGPD
● Policies, charters and awareness
● Risk register: monitoring and reviews
● Audits, evidence and continuous improvement
● Business-security alignment
● Practical workshop: Mini risk management plan for a BU.

Preparation for the Certified in Cybersecurity exam

● CC domains and weightings
● Review strategies and study plan



● MCQ methods: elimination, word traps, timing
● Official courses and ISC² resources
● Logistical advice (Pearson VUE / CAT)
● Practical workshop: Thematic mini-exam + argumentative correction.

[Day 3 - Afternoon] Consolidation 

of acquired knowledge

● Summary of key concepts by field
● Memo sheets and "D-day" checklists
● Common mistakes and solutions
● Personalized action plan leading up to the exam
● Advanced Q&A with the instructor
● Practical workshop: Construction of a 2-week revision plan.

Mock exam and correction

● Complete mock exam simulation (real-life conditions)
● Detailed correction and explanations by domain
● Analysis of results and areas for improvement
● Time and stress management tips
● Final pre-exam checklist
● Practical workshop: taking the mock exam + correction.

Companies concerned
This course is aimed at both individuals and companies, large or small, wishing to train their 
teams in a new advanced computer technology, or to acquire specific business knowledge or 
modern methods.

Positioning on entry to training
Positioning at the start of training complies with Qualiopi quality criteria. As soon as registration 
is finalized, the learner receives a self-assessment questionnaire enabling us to assess his or 
her estimated level of proficiency in different types of technology, as well as his or her 
expectations and personal objectives for the forthcoming course, within the limits imposed by the 
selected format. This questionnaire also enables us to anticipate any connection or security 
difficulties within the company (intra-company or virtual classroom) which could be problematic 
for the follow-up and smooth running of the training session.

Teaching methods
Practical training: 60% hands-on, 40% theory. Training material distributed in digital format to all 
participants.

Organization



The course alternates theoretical input from the trainer, supported by examples, with 
brainstorming sessions and group work.

Validation
At the end of the session, a multiple-choice questionnaire verifies the correct acquisition of skills.

Certification
A certificate will be awarded to each trainee who completes the training course.
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