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B1TD Training: Infoblox BloxOne Thread Defense
5 days (35 hours)

Overview

Infoblox was founded in 1999 and has shipped over 55,000 appliances to more than 6,900 
customers worldwide. Infoblox is the leader in automating critical network functions with a 
portfolio covering IP services (DNS/DHCP, IP address management), configuration 
management, and change management for network devices.

Infoblox provides its customers with greater visibility and control over their network 
infrastructure. Our customers have chosen us to increase the availability of their DNS/DHCP, 
simplify and automate the management of their IP addressing plan, ensure DNS security, 
guarantee the traceability of operations, ensure performance, and audit the compliance of their 
network infrastructure (PCI, SOX, HIPAA, etc.), with the goal of reducing their operating costs.

The Blox One Thread Defence course will teach you how to secure and monitor your company’s 
network to prevent cyberattacks. You will become a specialist in on-site DNS firewall configuration.

Like all our training courses, this one will introduce you to the latest stable version of the 
technology and its new features.

Objectives

● Understand what a GRID is
● Define the roles of each piece of equipment
● Use the Infoblox GUI
● Learn how to configure DNS
● Integrate DNSSEC
● Integrating DNS FW
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● Manage TIDE, Folder, and Threat Insight
● Define and configure reporting
● Integrate and configure ADP

Prerequisites

This training is open to anyone currently holding or intending to hold a technical position in the IT 
field.

Our BloxOne Thread Defence Training Program

Automation of critical functions

● Introduction to the DNS firewall
● RPZ and local RPZ rules
● RPZ traffic in BloxOne Threat Defense
● DNS firewall monitoring and reporting
● Infoblox TIDE
● Infoblox Overview
● API Folder
● Threat Insight Overviews
● Threat Insight Configuration
● Threat Insight Monitoring and Reporting
● ADP Visibility
● ADP Device Configuration
● ADP Settings, Rules, and Profiles
● ADP Monitoring and Reporting
● ADP Settings

Target Audience
This training is intended for both individuals and companies, large or small, seeking to train 
their teams in new advanced IT technology or to acquire specific professional knowledge or 
modern methods.

Entry-Level Assessment
The pre-training assessment complies with Qualiopi quality standards. Upon final registration, 
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated 
proficiency in various types of technologies, as well as their expectations and personal goals for 
the upcoming training, within the limits imposed by the selected format. This questionnaire also 
allows us to anticipate certain connection or internal security issues within the company (intra-
company or virtual classroom) that could pose challenges for monitoring and ensuring the 
smooth running of the training session.

Teaching Methods
Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format



to all participants.

Organization
The course alternates between theoretical input from the instructor, supported by examples 
and reflection sessions, and group work.

Assessment
At the end of the session, a multiple-choice questionnaire verifies that the skills have been 
properly acquired.

Certification
A certificate will be issued to each trainee who has completed the entire training program.
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