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AZ-305 Training — Azure Solutions Architect Expert?
4 days (28 hours)

Overview

Architecting on Azure enables you to design and run complex enterprise solutions in a
repeatable manner on a global infrastructure, without relying on local hardware constraints. This
technology is ideal for securing multi-tenant deployments and facilitating deployment on highly
available and scalable clusters. Earning the Azure Solutions Architect Expert certification
officially validates your ability to transform business requirements into resilient and optimized
cloud solutions.

Completing this training program will help you transition from an administrator’s perspective to
that of a decision-making architect: you'll learn to choose between different compute, storage,
and networking services based on the pillars of the Well-Architected Framework. The goal is to
make your architectures portable and sustainable by mastering complex dependencies and
application modernization strategies. This training gives you the keys to drive your
organization’s digital transformation with high-level expertise.

The approach is 100% hands-on: it centers on guided design workshops, demonstrations of
typical architectures, and diagnostics of common errors related to network traffic or data
security. Deliverables include a checklist of architectural best practices, ready-to-use design
diagrams, and sample commands to integrate automation into your designs.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives

e Secure identity and access (controls, MFA, conditional access).
e Secure the Azure network (private endpoints, Firewall, TLS, WAF).
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e Secure compute, storage, and databases (encryption, isolation, container security).

e Secure Azure with Microsoft Defender and Microsoft Sentinel (policies, security posture,
threat detection and response).

e Prepare to take the AZ-305 certification exam

Target Audience

o IT professionals with expertise in designing and implementing solutions running on Microsoft
Azure
e Architects

Prerequisites

o Completion of the Microsoft Azure - Administration training

e Experience deploying or administering Azure resources

o Knowledge of Azure Active Directory, Azure compute technologies, Azure virtual networking, and
Azure storage technologies

e Understanding of general application design concepts such as messaging and
high availability

Technical prerequisites

e 16 GB of RAM recommended (8 GB minimum) to support design tools and multi-service
navigation.

e A modern code editor such as Visual Studio Code and the Azure CLI installed

e An up-to-date version of Microsoft Edge or Google Chrome for seamless access to the Azure
portal.

e Access to an Azure account with sufficient permissions to design and test architecture
resources.

Azure Solutions Architect Expert (AZ-305) Training
Program

[Day 1 - Morning]
|dentity Architecture and Enterprise Governance

o Complex Identity: Designing Microsoft Entra ID Solutions for Hybrid Environments

e Governance by Design: Administration Groups and Azure Policy for Compliance

o Control Architecture: Granular RBAC Policies and Privileged Identity Management (PIM)

e Securing Multi-Tenant Identities and External Access

e Hands-on Workshop: Designing an Identity and Governance Framework for a Multinational
Corporation.

[Day 1 - Afternoon]



Monitoring, Optimization, and Cross-Functional Security

o Strategic Observability: Designing comprehensive monitoring with Azure Monitor and Log
Analytics

e Security Architecture: Integrating Microsoft Defender and Sentinel for a Proactive Security Posture

o Cost Management: Budget Optimization Strategies and TCO Tracking

e Regulatory Compliance and Centralized Security Auditing

e Hands-on Workshop: Building a Centralized Audit and Monitoring Dashboard.

[Day 2 - Morning]
Storage Design and Persistence

o Storage Trade-offs: Choosing Between Blobs, Files, and Disks Based on Data Usage

e Performance and Protection: Secure solutions via Private Link and advanced encryption
e Redundancy: Managing replication and geographic high availability

e Optimizing access tiers (hot, cold, archive) for cost efficiency

e Hands-on Workshop: Designing an optimized high-performance storage solution.

[Day 2 - Afternoon]
Data Architecture and Resilience

o Databases: Choosing between Azure SQL (relational) and Cosmos DB (NoSQL)
o Asset Protection: Securing Data Flows and Database High Availability

e Big Data and Data Lake solutions for large-scale analysis

e Data consistency and partitioning strategies

e Hands-on Workshop: Architecting a Global, Resilient, and Secure Data Solution

[Day 3 - Morning]
Advanced Networks and Hybrid Connectivity

e Network Design: Designing Complex VNets and Managing IP Addressing

o Hybrid Connectivity: Site-to-Site VPN and ExpressRoute for Interconnection

o Perimeter Security: Integrating Azure Firewall, WAF, and DDoS protection policies
e Routing and Load Balancing: Front Door, Traffic Manager, and Application Gateway
e Hands-on Workshop: Designing a Secure Hybrid Network for a n-tier Architecture.

[Day 3 - Afternoon]

Compute Modernization and Cloud Native



o Compute Selection: Choosing Between VMs, Containers (AKS), and Serverless (Functions)

o Application Modernization: Strategies for Transitioning to Microservices

o Application Dependency Management and Container Orchestration

e Event-driven architectures and compute elasticity

e Hands-on Workshop: Selecting and Designing a Computing Solution Suited for Elastic Workloads

[Day 4 - Morning]
Business Continuity and Resilience

o Backup & DR Strategies: Disaster Recovery Plans with Azure Site Recovery

e Fault Tolerance: Integrating Auto-Scaling and Multi-Region Redundancy

e Designing for high availability at every application layer

e Critical Infrastructure Backups and Recoveries

o Hands-on Workshop: Developing a Comprehensive Multi-Region Business Continuity Plan (BCP).

[Day 4 - Afternoon]
Migration, Integration, and Expert Overview

o Strategic Migration: Planning the Move to the Cloud with Azure Migrate

e Messaging and Integration: Service Bus, Event Grid, and API integration

o Architecture Workflow and Review Using the Well-Architected Framework

o Checklist for Deployment and Design Industrialization

e Hands-on Workshop: Final Synthesis Project: Complete Design of a Migration Solution.

Target Audience

This training is intended for both individuals and companies, large or small, seeking to train their
teams in new advanced IT technologies or to acquire specific business knowledge or modern
methodologies.

Assessment upon enrollment

The pre-training assessment complies with Qualiopi quality standards. Upon final registration,
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency in various types of technologies, as well as their expectations and personal goals
regarding the upcoming training, within the limits imposed by the selected format. This
questionnaire also allows us to anticipate certain connection or internal security issues within
the company (intra-company or virtual classroom) that could pose challenges for monitoring and
ensuring the smooth running of the training session.

Teaching Methods

Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format to
all participants.



Organization

The course alternates between theoretical input from the trainer, supported by examples and
reflection sessions, and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have
been properly acquired.

Certification
A certificate will be issued to each trainee who has completed the entire training program.
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