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AZ-104 Training — Azure Administrator Associate

4 days (28 hours)

Overview

Microsoft Azure enables complex infrastructures to be run in a reproducible manner on cloud
servers, without relying on local hardware constraints. It is the ideal technology for securing
multi-user environments and facilitating deployment across global clusters. Like all our training
courses, this one will introduce you to the latest stable version of the platform and its new
features to ensure your expertise remains up to date.

This course aims to make your administration workflows portable and automated: from granular
identity management to data protection and monitoring of compute nodes. You will learn to
choose between different types of resources (laaS, PaaS, Containers) and build your own
administration recipes to optimize costs and performance. The goal is to prepare you
confidently for the official exam by giving you the keys to a resilient infrastructure.

The approach is 100% hands-on: it alternates between guided workshops, deployment
demonstrations, and troubleshooting common errors, particularly regarding access rights,
storage configurations, and network flows. Deliverables include ready-to-use definition files for
your future deployments, a checklist of administrative best practices, and sample commands to
integrate Azure into your daily scripts

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives

e Manage Azure identities and governance (users, roles, policies).

e Implement and administer Azure storage.

e Deploy and manage compute resources (VMs, containers, App Services).
e Configure and manage virtual networks.
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e Monitor and maintain Azure resources (Azure Monitor, alerts, diagnostics)
e Be prepared to take the AZ-104 certification exam

Target Audience

o Administrators and managers of traditional solutions looking to transition to Azure
e Any IT professional interested in Microsoft Azure

Prerequisites

e Have completed the "Microsoft Azure — Fundamentals" training or possess equivalent knowledge

Technical prerequisites

e An active Azure subscription (eligible free account) with owner rights on the trial
subscription.

e The Azure CLI and Azure PowerShell module installed.

¢ A modern browser for the portal and a code editor such as Visual Studio Code with Azure
extensions.

e At least 8 GB of RAM (16 GB strongly recommended for smooth operation of

)

Agenda for our Microsoft Azure Administrator (AZ-104)
training

[Day 1 - Morning]
Azure Identity and Governance

e Identity Management: Mastering Microsoft Entra ID, user and group management

e Access Control (RBAC): Applying the principle of least privilege via custom roles

e Governance and Compliance: Organizing resources with Azure Policy and resource locks
e Implementing Multi-Factor Authentication (MFA) and Conditional Access

e Hands-on Workshop: Configuring a Secure Tenant and Managing RBAC Permissions.

[Day 1 - Afternoon]

Storage and Resource Administration



e Configuring storage accounts and managing Blobs

o Data security: Implementing Shared Access Signatures (SAS) and encryption

o Administration tools: Getting started with Azure CLI, PowerShell, and Cloud Shell
o Secure file sharing with Azure Files

e Hands-on Workshop: Deploying a file share and automating via CLI.

[Day 2 - Morning]
Virtual Networking and Connectivity

¢ VNet Configuration: Designing virtual networks and segmenting by subnets

o Network Security: Traffic filtering with Network Security Groups (NSG)

o Name Resolution and Routing: Managing Azure DNS and configuring routing tables (UDR)
e Protecting Administrative Access with Azure Bastion

e Hands-on Workshop: Creating an Isolated and Secure Network Infrastructure.

[Day 2 - Afternoon]
Interconnection and Load Balancing

e Inter-network connectivity: Implementing VNet Peering and VPN gateways

e Load Balancing: Configuring Azure Load Balancer and Application Gateway

e Azure Firewall: Centralizing network security and FQDN filtering

e High Availability Strategies for Network Traffic

e Hands-on Workshop: Interconnecting Networks and Setting Up a Load Balancer.

[Day 3 - Morning]
Computing and Virtual Machines

e Virtual Machines (VMs): Sizing planning, image creation, and disk management

e High Availability: Configuring Scale Sets (VMSS) and Availability Zones

e Maintenance: Managing VM extensions and the lifecycle of compute resources

e Optimizing Managed Disk Performance

e Hands-on Workshop: Deploying a Resilient Application on a Cluster of Virtual Machines.

[Day 3 - Afternoon]
Application Solutions and Containers

e Azure App Service: Hosting Web Apps and managing deployment slots
e Containers on Azure: Introduction to Azure Container Instances (ACI) and AKS
¢ Automation: Introduction to deployment using Bicep or ARM templates



o Automatic scalability of application services
e Hands-on workshop: Publishing a containerized application and managing the deployment.

[Day 4 - Morning]
Data Protection and Monitoring

e Backup and Recovery: Implementing Azure Backup and Site Recovery

e Monitoring: Configuring Azure Monitor, Log Analytics, and Proactive Alerts
e Diagnostics: Analyzing performance metrics and activity logs

e Log Retention and Monitoring Data Compliance

e Hands-on Workshop: Setting up a backup plan and creating dashboards.

[Day 4 - Afternoon]
Maintenance, Industrialization, and AZ-104 Preparation

o Security Audit: Using Microsoft Defender for Cloud for Hardening

o Exam Strategy: Review of Key Topics and Case Study Methodology

e Operationalization: Administration workflow, tags, and resource locks

e Timed mock exam and detailed review of critical points

e Hands-on Workshop: Final synthesis project combining networking, computing, and monitoring.

Target Audience

This training is intended for both individuals and companies, large or small, wishing to train their
teams in new advanced IT technologies or to acquire specific professional knowledge or modern
methods.

Entry-level assessment

The pre-training assessment complies with Qualiopi quality standards. Upon final registration,
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency in various types of technologies, as well as their expectations and personal goals
regarding the upcoming training, within the limits imposed by the selected format. This
questionnaire also allows us to anticipate certain connection or internal security issues within the
company (intra-company or virtual classroom) that could pose challenges for monitoring and
ensuring the smooth running of the training session.

Teaching Methods

Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format to all
participants.

Organization

The course alternates between theoretical input from the trainer, supported by examples and



reflection sessions and group work.

Assessment

At the end of the session, a multiple-choice questionnaire verifies that the skills have been
properly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training program.
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