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Architecting on AWS: Certified Solutions Architect -

Associate Training
3 days (21 hours)

Overview

Architecting on AWS enables you to deploy applications in a reproducible manner across highly
available and secure environments. This technology is ideal for securing multi-user deployments
and facilitating deployment on large-scale cloud infrastructures. Like all our training courses, this
one will introduce you to the latest stable version of the technology and its new features.

This course aims to make your architectures portable and resilient: image management, execution
on various compute nodes, and control of data dependencies. You will learn to choose between
different services (compute, storage, networking) and build your own architecture "recipes." The
goal is to provide you with up-to-date expertise to meet the requirements of the official exam

The approach is 100% hands-on: guided workshops, infrastructure design demos, and diagnostics
of common errors related to access rights, networking, or performance. Deliverables include ready-
to-use architecture diagrams, a checklist of best practices

(Well-Architected), and sample commands for integrating AWS into your automation scripts.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives

e Master the fundamental concepts of AWS architecture
e Apply the AWS Well-Architected Framework

¢ Design architectures for common solutions

e Ensure scalability, elasticity, and high availability

e Optimize the costs and performance of architectures
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e Select the right AWS services and resources to effectively meet business needs and reduce costs
¢ Understand cloud migration strategies
e Prepare for the official AWS Certified Solutions Architect — Associate exam

Target Audience

¢ Solutions architects

e Solution design engineers

e Developers

¢ Anyone wishing to deepen their understanding of the fundamentals of AWS architectures

Prerequisites

¢ Knowledge of AWS technical fundamentals or equivalent experience
e Good understanding of cloud and networking concepts
¢ Practical knowledge of distributed systems and multi-tier architectures

Technical prerequisites

e Minimum i5/M1 processor with 16 GB of RAM to run the AWS console and analytics tools

¢ Dual monitors recommended

¢ An active AWS account with administrator privileges

e Up-to-date web browser (Chrome or Firefox), AWS CLI installed, and a code editor such as VS
Code

AWS Certified Solutions Architect -
Associate

[Day 1 - Morning]
AWS Fundamentals and the Well-Architected Framework

Mastering the selection of Regions and Availability Zones based on compliance and latency
In-depth study of the 6 pillars for designing secure and high-performance solutions

Initial Governance: Setting up an account and permission hierarchy via IAM

Identifying basic patterns: high availability, fault tolerance, and scalability

Hands-on workshop: Auditing an existing architecture based on the Well-Architected pillars.

[Day 1 - Afternoon]

Complex Networks and Hybrid Connectivity



e Advanced VPC Architecture: Network segmentation (public/private/data), routing, and NAT gateways
e Securing traffic: Isolation via Security Groups, NACLs, and outbound traffic management

e DNS and Resolution: Configuring Route 53 (routing policies and failover)

e Setting up secure connectivity and Internet Gateway traffic

e Hands-on Workshop: Deploying a Highly Secure Multi-Tier Network Infrastructure.

[Day 2 - Morning]

Computing and High Availability

e Choosing between EC2 (instances), Lambda (serverless), and ECS (containers)

¢ Advanced configuration of Auto Scaling and Load Balancers (ALB vs. NLB)

e Image management: Using AMIs and User Data for automation

¢ Optimizing instance sizing and families based on load

e Hands-on workshop: Setting up an auto-scalable application capable of withstanding the loss of an
availability zone.

[Day 2 - Afternoon]

Data and Storage Strategies

e Object and block storage: Optimizing S3 (lifecycles, cost classes) and EBS/EFS volumes

¢ High availability with RDS Multi-AZ and global scalability with DynamoDB

¢ Caching with ElastiCache and delivery via CloudFront

e Backup strategies and encryption of data at rest

e Hands-on Workshop: Creating a Resilient Data Layer Combining S3, RDS, and Automated Backups.

[Day 3 - Morning]

Advanced Security, Encryption, and Auditing

o Key management with KMS and secret protection with Secrets Manager

e Centralized logging (CloudWatch) and action traceability (CloudTrail)

e Using AWS Config to ensure compliance with architecture standards

¢ Application role management and resource access without static keys

e Hands-on Workshop: Hardening an Architecture: Full Encryption and Real-Time Security Alerts.

[Day 3 - Afternoon]

Migration, Optimization, and Exam Preparation



e Understanding the "7 Rs" and Migration Tools (Application Migration Service)

Cost Optimization: TCO Analysis, Tagging, and Purchasing Models (Spot, Reserved, Savings Plans)
Passing the Certification: Review of Common Pitfalls and Time Management for the SAA-C03 Exam
Integration and Decoupling (SQS, SNS, EventBridge)

Hands-on Workshop: Complex case study combining hybrid migration and a timed final quiz.

Target Audience

This training is intended for both individuals and companies, large or small, seeking to train their
teams in new advanced IT technologies or to acquire specific business knowledge or modern
methodologies.

Entry-level assessment

The pre-training assessment complies with Qualiopi quality standards. Upon final registration, the
learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency in various types of technologies, as well as their expectations and personal goals for the
upcoming training, within the limits imposed by the selected format. This questionnaire also allows
us to anticipate certain connection or internal security issues within the company (intra-company or
virtual classroom) that could pose challenges for monitoring and ensuring the smooth running of the
training session.

Teaching Methods

Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format to all
participants.

Organization

The course alternates between theoretical input from the trainer, supported by examples and
reflection sessions, and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have been
properly acquired.

Certification

A certificate will be issued to each trainee who has completed the entire training program.
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