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Palo Alto Firewall Training: Troubleshooting

(EDU-330)
3 days (21 hours)

Overview

Course 330: Debug and Diagnostics is the advanced course that follows Courses 201: Install,
Configure, and Manage and 205: Configure Extended Features. This 3-day course, led by a
certified instructor, allows students to deepen their understanding of the concepts covered in the
previous two courses through theoretical modules and hands-on practice in diagnostic-focused
labs. Students will learn how to better understand and approach diagnostics for the entire range
of Palo Alto Networks Next-Gen Firewalls. Through labs, students will diagnose PAN-OS®
features related to security, networking, threat prevention, logging, and reporting. By the end of
this course, students will have a thorough understanding of how to diagnose and improve their
visibility into application, user, and traffic content control. Our training will cover the latest
version of the tool, PAN-OS 10.

Like all our training courses, this one will introduce you to the latest stable version of the
technology and its new features.

Objectives

o Know how to diagnose applications.
o Master the tools in the Next-Gen Firewalls product line

Target Audience

Firewall Administrators, Network and Security Administrators, Support Engineers, Engineers

Prerequisites


https://www.ambient-it.net/formation/advanced-firewall-troubleshooting/
mailto:formation@ambient-it.net
https://docs.paloaltonetworks.com/pan-os

Students must have completed the PAN-EDU-201 and PAN-EDU-205 courses. They must also
have in-depth knowledge of security (IPS, Proxy, content filtering).

Palo Alto Firewall Training Program: Troubleshooting

Troubleshooting and Security

e General Methodology

o Platform Differences

e Traffic Logic

e Administration and Diagnostics
e Level 3 Diagnostics

« Policy Diagnostics

e User-ID™ Diagnostics

» VPN Diagnostics

¢ GlobalProtect™ Diagnostics

e Performance Diagnostics

Target Companies

This training is designed for both individuals and companies—Iarge or small—that wish to train
their teams in new advanced IT technologies or to acquire specific professional knowledge or
modern methods.

Entry-Level Assessment

The pre-training assessment complies with Qualiopi quality standards. Upon final registration,
the learner receives a self-assessment questionnaire that allows us to evaluate their estimated
proficiency in various types of technologies, as well as their expectations and personal goals for
the upcoming training, within the limits imposed by the selected format. This questionnaire also
allows us to anticipate certain connection or internal security issues within the company (intra-
company or virtual classroom) that could pose challenges for monitoring and ensuring the
smooth running of the training session.

Teaching Methods

Practical Course: 60% Practical, 40% Theory. Training materials distributed in digital format to
all participants.

Organization

The course alternates between theoretical input from the trainer, supported by examples and
reflection sessions, and group work.

Assessment

At the end of the session, a multiple-choice questionnaire is used to verify that the skills have
been properly acquired.

Certification



A certificate will be issued to each trainee who has completed the entire training program.
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